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Abstract sion layers, such as when a legacy system cannot sup-
port modern protocols like TCP/IP (e.g., [9]). A semantic
The integration of legacy systems and enterprise ap- mismatch occurs in the presentation or application lay-
plications with novel communications, internet, or net- ers, as in cases where attributes used within one network
working services creates the problems of mismatches, in-are not understood (or worse, misinterpreted) by another
formation integration, and possibly, problems from the network, or if the transfer of some aspects of the data is
evolution of the systems themselves. Enterprise servicesot advisable for security reasons or is subject to legal
to solve these problems are currently implemented via requirements, which may also differ from network to net-
commodity server hardware or Application Specific In- work. A violation of this last category has the potential to
tegrated Circuits (ASICs), which suffer from either poor be very costly both to profit and public relations.

performance or a lack of flexibility. This paper presents  |nformation integrationproblems occur when infor-

an alternative to implementing these services by using mation sent by various sources must be organized into a
Ne_tv_vork Processors (NPS) as fast, erx'P'e, and cost- cohesive, single set of data for presentation at one or more
efficient network appliances. It characterizes the hard- gestinations. This occurs routinely in the travel industry,
ware and software requirements of NP-based enterprise \ynere online services maintain or query information from
services, and presents a case study of a real-world en- 5 yariety of corporations to create a single cohesive travel
terprise problem. We implement a solution service to the plan, potentially including flights, car rentals, hotels, or
problem on the Intel IXP2400, and present evaluation re- cyents. Even within a single source entity or network,
sults that generalize the strengths, weaknesses, and re(atg may need to be grouped together from a variety of
quire_ments of the NP’s role as a platform for enterprise systems, and the provision of this data may be governed
service deployment. by service-level agreements (SLAs) or regulatory require-

ments.

. Finally, few enterprise systems are static; most un-
1. Introduction dergo frequent evolution as new expectations, legal re-

As legacy systems and enterprise networks are inte-guirements, and business models arrive. As itis usually
grated with one another or with the internet, the simple NOt financially V|ab'le to continually replage all affected
client-server model is stretched to support the transac- SyStems, any solution should be both flexible and recon-
tions that must actually take place among the (possibly flg_urable, but must also mamtgm compatibility with ex-
very different) systems. The inherent problems in these iSting data sources, peers, or sinks.
complex transactions can generally be categorized into  In this paper we present the use of Network Processors
(a) mismatches, (b) information integration and (c) the (NPs) as efficient and cost-effective solutions to the mis-
evolution of the systems themselves. match and information integration problems previously

Mismatchescan be either physical, syntactic, or se- described. In addition to providing high-level motiva-
mantic, and correspond respectively to parts of the OSI tions towardswhy NPs are appropriate for addressing
network stack. A physical mismatch is at the lowest lev- this class of problems, we present a case study of a real
els (up through the data link layer), such as when a link world problem in an enterprise environment that well-
between two clusters is not as fast as the internal con- generalizes the benefits obtained by using NP-based ser-
nections in the clusters themselves (e.g., [10]). A syn- vice solutions. We implement a network service for the
tactic mismatch occurs in the network, transport, or ses- case study’s problem domain using the Intel IXP line of



NPs, a programmable multicore architecture capable of
utilizing a form of pipeline parallelismand compare its
performance to that of the same service implemented on
commodity server hardware.

The remainder of this paper is organized as follows.
Section 2 provides motivation for the use of NPs in dis-
tributed enterprise environments. Section 3 uses the IXP
architecture to describe the general development model
of software services for network processors. A concrete
implementation of an enterprise network service is pre-

sented in Section 4, and its experimental analysis appear 2.

in Section 5. Finally, Section 6 discusses future work and
provides some concluding remarks.

2. Motivation

the rate of information flow is increasing faster than the
processing speeds of general purpose computing equip-
ment [8]. Additionally, NPs can also offer a substan-
tial improvement over commaodity networking hardware
(such as routers and hubs) for the following reasons:

1. NPs have the ability to filter and modify traffic based
on criteria being applied to the contents (payload) of
traffic (e.g., [12]), whereas most commodity equip-
ment focuses primarily on the packet's headers.
NPs are programmable and can be dynamically re-
configurable; their behavior can be changed in real
time based on directives from designated sources.

Additionally, many network operations lend themselves
to parallel architectures such as NPs (e.g., [11]). Differ-

The simplest solution to the problems described in €Nt cores can process separate packets or can focus on
Section 1 is to modify the systems at one or more of the independent aspects of network processing — in the sim-
endpoints to translate as necessary to all the other end-Plest case, receipt, acknowledgment, processing and re-
points with which they must communicate. However transmission of data in packets. This is explained in more

this solution may not be possible or can introduce sig- detail in Section 3. _
nificant overhead or downtime. Therefore, a more com- ~ FOr & concretized case where an NP-based middleware

mon approach is to useiddlewaresolutions (such as in soluti.on can b_e advantageous, cqnsider the problem of
[2]), to perform data translatioris-transit between those ~ Mergingor joining data sent by multiple sources to a com-
endpoints. These transformations can be invisible in the Mon destination. Two or more distinct pieces of informa-
sense that the sending host does not need to specificallyfion that are logically grouped are merged into one piece
target the middleware as its network destination; poten- Of 0utgoing data, whereas information thatis not logically
tially, this transformation can happen as invisibly as a 9rouped with any other data is simply sent out as-is. As
router changing the ethernet header of an IP packet whenSoftware cannot know if or when a packet might arrive,
a packet travels between networks. However, despite thisS0me limit must be enforced on tieerge/join window
invisibility, middleware-level solutions implemented at Once datais received, the software is unaware of whether
the user-level on general purpose platforms come ata subfurther information will arrive that should be joined with

stantial cost due to factors such as operating system (OS)Previous data. Therefore, in some cases performance can
stack traversals and user/kernel switches, in addition to P€ affected by the length of the merge/join window. For

services competing for computational resources.

In contrast, NPs have the potential to offer a substan-
tial improvement over commodity hardware (i.e., desk-
tops and servers) for several reasons, primarily:

example, if the window length is increased, more mem-
ory will be required for temporary data storage, and more
cycles may be required to perforgokupinside the data

structure keeping track of currently held data. The num-

ber of streams going through the system can also sig-
nificantly affect performance, as they directly affect the

amount of memory required for data storage. The perfor-
mance impact of both window length and the number of
streams is comprehensively addressed in Section 5.

With all of this in mind, the purpose of our research
is to evaluate the feasibility, utility, and limitations of us-
ing NP-based network appliances to provide functionality
which addresses some of the issues raised in Section 1.

1. Itis much easier for network traffic to be processed
in real time by an NP. Unlike commodity hardware,
traffic is not required to move through an OS or a
network stack; additionally, the NP can dedicate all
its time to the task at hand, rather than having to
switch to other tasks (such as those of the OS).

. NPs typically contain specialized hardwaiaxeler-
ators or instructions that are geared towards com-
mon networking operations, which can assist in the
transmission or receipt of packets, as well as other 3. Network Processor Architecture

areas, such as encryption or decryption. . ) i )
In this section we describe an architecture for structur-

These properties are likely to become more important, asing network service implementations on NP-based plat-



forms to address the types of mismatch, information in- entries often comprise handles to received packets, the in-
tegration, and system evolution challenges discussed intermediate results of processing, or packets to send.
Section 1. For clarity in exposing the generalized re- The other two microengines are unoccupied; they rep-
quirements of a software architecture in this domain, we resent blank slates that can be programmed to do service-
focus on the Intel IXP, a programmable, parallelizable specific processing. In addition, the service they perform
device that operates directly at the network level. The canbe configured via an API their programming supports.
IXP’s hardware schematic shares commonalities with |n the realm of NPs, this API may take the form of spe-
other NPs, such as IBM's PowerNP or Freescale’s C- cial configuration packetthat, when sent to the IXP, di-

5 NP. For distributed enterprise environments, it well- rect the service to modify its operating state according to
represents the type of hardware template needed to solvehe instructions provided. The degree to which a service
various classes of problems in enterprise applications. is reconfigurable represents a potential tradeoff between
For the sake of brevity, the overview provided is primar- flexibility and performance, and may require that addi-
ily conceptual; a reader with further interest in hardware tional care be given to the particulars of reconfiguration.

particulars is directed to [1]. In the simplest of cases (i.e., for services that re-
quire no configuration or undergo reconfiguration in-
3.1. Hardware Architecture Support frequently), service codg can simply.be mgdified and
reloaded [6]. More sophisticated configurability can be
At a high level, the IXP is a multicore hardware com- enabled by explicitly programming such support into the
ponent that consists of one or more clusters of four pro- microengines, although this functionality is best concep-
cessors (callednicroenginesand an XScale core. The tualized as a layer that sits on top of the underlying
XScale core is used mostly for administrative tasks and service. For moderately reconfigurable service classes,
assumes a limited role (e.g., initializations) in fulfilling a where the format of the data is static but the process cri-
service. The overwhelming majority of processing occurs teria of the service (such as the fields to read) may need
in thefast path which consists of one or more clusters of to be changed, a small amount of fast memory can be al-
microengines that communicate with each other. Inter- located for configuration data. In the most extreme cases
communication is made fast by selection of appropriate where the domain context of a service may change com-
types of memory from a complex hierarchy. pletely, the service code comprises an engine that must be
With this hardware template, the IXP microengines explicitly configured; designing configuration structures
within a cluster, or even across clusters, can be config- and efficiently working with configuration data become
ured like an assembly line, where each microengine rep- non-trivial problems. In either case, tegucture of com-
resents a discrete stage in the overall process. A singlemunicationdirecting reconfiguration must itself be both
microengine draws from the output of the previous stage, flexible and efficient. This need can be met by employ-
performs some processing, and passes the results to théng lightweight binary formats such as Portable Binary
next stage. Provided that work is partitioned with care, 1/0 [2] to represent structured data, which permits us to
configuring a cluster in this fashion yields good perfor- describe the layout of fields in application-level data and,

mance by exploiting pipeline parallelism. through the use of offsets, to efficiently describe data ac-
cesses and manipulations [5].
: In summary, the software architecture must provide
3.2. Software Architecture Support

for the deployment of new services onto one (or more)
Figure 1 depicts a common starting configuration for ser- of the available pipeline contexts, basic functionality
vice implementations that use a single cluster. Each white for data receipt and transmission, storage/buffering and
block represents a microengine, with the first and last lookup/retrieval, and dynamic reconfiguration. Also, the
stages of the cluster selected for the general receipt andiXP’s utility is not limited to that of a vehicle for trans-
transmission of packets. The receive stage pulls data di-forming received packets. That is, a processing stage
rectly from the network and writes it into DRAM, while  may explicitly create new packets, or store the contents
the transmit stage sends out packets as directed by theof received packets for a future purpose. For example,
third microengine. The white ring between two adjacent in [3], an IXP1200-based implementation of the Intru-
microengines - acratch ring- represents a small amount sion Detection System Snort generates a multicast alert
of fast memory used for their intercommunication. Ap- if a packet's contents are deemed to be malicious. In ad-
propriately named, the scratch ring serves as a circulardition, Section 4 depicts an IXP-based service implemen-
gueue for passing the output of one stage to the next. Itstation that stores received events in a data structure so that



existing infrastructure may evolve. For an example spe-
cific to Delta, consider the case where an SLA changes to

Service Service require a different number of price matches per request;
Receive Processing [{ @ } Processing { @

Stage Stage in this scenario, the bridge must (perhaps through recon-
figuration) handle an evolution of the system itself.

4x1 Microengine Cluster

Figure 1. General IXP Software layout. 4.2. Current Solution

Currently, communication between the TPF and mod-

they may be matched with future arrivals. ern hardware is handled by custom Application Specific
Integrated Circuits (ASICs). Concisely, Delta has created

4. NP-Based Service Implementation a bridge by having ASICs manufactured that specifically
address its service needs. Although standard commod-

Next we present a concrete example of a problem in ity hardware can be programmed with the appropriate

a distributed, heterogeneous enterprise environment thatlogic to serve the same function, it is not sufficiently fast.

can benefit from the use of a NP, and provide implemen- Therefore, by placing service processing logic directly in

tation details for its IXP-based solution. hardware, performance requirements are maintained.
The use of ASICs, while diligently addressing perfor-
4.1. Problem Background mance needs, impacts both cost and flexibility. With re-

gards to cost, ASICs are expensive because they are ac-

The TPF OS, as used by Delta Airlines’ Operational 4| hardware that must be custom made to function for
Information System (OIS) [9], provides an important ar- 5 set of contexts specific to a service. In addition, hav-

ray of information and transaction services such as pas-jng software turned into a circuit inherently constrains
senger check-in, flight updates, and tlck_et pricing infor- adaptability. As an example, the implementation of a
mation. As a legacy system, however, it lacks cOmpoO- he\y service may indirectly require additional functional-
nents (i.e., until 1999, a TCP stack) important to inter-  from the bridge, meaning that a new ASIC will have to
acting with modern-day operational infrastructures (€.9., pe made. Similarly, if the policies of an existing service
web services). Moreover, the TPF has become compu-re ndated or altered, a new ASIC that accommodates

tationally limited compared to modern hardware simply ,0cq changes may need to be fabricated to replace one
as a function of its age. Despite these deficiencies, the, already exists.

TPF represents a significant financial investment and en-
compasses key components of company operations; com- .
pletely replacing the system is not considered an op- 4.3. NP Alternative
tion. Delta has chosen instead to supplement the TPF's  The challenges faced by Delta are by no means unique;
functionality by using modern-day hardware (e.g., web the need to implement fast yet flexible middleware ser-
servers). As an example, in 2001 it was reported that vices is a common theme for heterogeneous, distributed
Delta would begin using a server farm to handle its in- enterprise environments. Given that service solutions im-
terface for fare searching instead of Deltamatic, which plemented on commodity hardware are flexible but slow,
directly accessed the company’s TPF [4]. Given that while ASIC-based implementations are fast but expen-
most operations and transaction information must still go sive and rigid, neither represents an exceptionally desir-
through the TPF, there exists a clear need toidgethat, able approach. It is at this juncture that the utility of NP-
at its most basic level, is capable of solving data format based network appliances becomes exceptionally visible.
and protocol semantics mismatches. An NP has the potential to capture the best parts of both
Furthermore, in fulfilling client and/or external party’s commodity hardware and ASICs, or at the very least min-
requests, responses may be generated by the TPF, thémize each of their respective drawbacks.
server farm, or additional value-added services, such as To evaluate the viability of the NP alternative in effi-
DoubleClick services used to generate customized mar-ciently arbitrating communication between the TPF and
keting material. The information content of these re- modern equipment, we implement a narrow but impor-
sponses must often be organized into a single presentatant subset of service-specific data transformations on the
tion, which motivates the need for the bridge to perform Intel IXP2400 NP. Calledemporal joing7], these trans-
information integration as well. Finally, regulations gov- formations represent a form of data merging whereby in-
erning operation may change, and standards within the coming events (packets) are buffered, categorized over
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Figure 2. IXP Software layout for the Delta Event Figure 3. Process Overview of the
Merfer. Buffer/Join Stage.

some given criteria and when appropriate, joined with themselves contain event handles and are indexed by the
previously categorized events and sent to the appropriatehash value of the field’s contents. If there is no corre-

destination. sponding event to merge, an entry is created for the event
Figure 2 displays the partition of work for the merging handle and it is placed inside the hash table, as is shown
service. The stages can be described as follows: in (3). If an existing entry is found containing an event

handle to be merged, however, its contents are combined
with the current event, a handle to the result is placed in
the scratch ring polled by the Send stage, and the hash ta-

* Filter/Classify. Verify the IXP as the destination of  pje entry of the event that matched is freed. This process
a received frame; validate it as an event. Conceptu- js represented by (4).

ally, at this stage the view of what was received is

transitioned from being a frame to being an event. 5. Testing and Evaluation
e Buffer/Join Categorize and further classify the

event. If necessary, perform a join with a previously In this section we present the results of testing the NP-
received event and gueue the result to the Send Stagepased service implemeﬂtation described in Section 4. Our
otherwise buffer the event. analysis uses the results to, where possible, generalize the

« Send Transmit joined events that have been queued ViaPility of using NPs for enterprise services. In addi-

to be sent. tion to explicitly detailing the practical benefits and limi-
tations of the NP-based model, we correlate performance

The receive and send stages consist of generic compo-measurements relevant to broader aspects (such as recon-
nents provided with Intel's IXA Software Development figurability) in order to comment on their feasibility.

Kit. Constructing the filter/classify stage required simple

service-specific modifications to another generic compo- 5.1 . Testing Preliminaries

nent. The buffer/join stage required substantive develop-
ment and represents the most interesting aspect of fulfill-
ing the event merging service. A visual overview detail-
ing how this stage operates is shown in Figure 3.

In (1), an event (packet) handle placed by the Fil-
ter/Classify stage is sourced from the scratch ring. Us-
ing this handle, in (2) a pair of accesses is then made
to SDRAM: one to acquire the absolute offset of the de-
sired field within this event, and another to read the field’'s
contents into DRAM transfer registers (which can then
be addressed directly by the microengine). The reason
why a read must be performed to obtain the absolute off-
set of a desired field within a particular event is because
the event data format uses a form of relative addressing.
Once read, the field’s contents are hashed to a numerical
value. This value is used fuerya hash table stored in
an available SRAM channel, although specialized hard-
ware lookup structures (e.g., Content Addressable Mem- e Event SenderRead the Delta event stream, appro-
ories, or CAMs) could be used enhance the performance priately partition its contents into events and send
of the query process (if available). Hash table entries them.

e ReceiveDetect all network traffic; validate bits as a
legitimate frame, verify integrity of frame contents.

Although a direct comparison with the performance
of the ASICs would be ideal, the sensitive nature of this
data made it unavailable. Therefore, in order to quanti-
tatively evaluate the performance of the IXP, we built a
standard C programming language implementation of the
event merging service. A 1.7Ghz Pentium 4 Xeon server
running Linux 2.4.18 (representing a flexible commod-
ity hardware-based service) was used to run this imple-
mentation. The source data used for event simulation is
an actual Delta event stream consisting of 1.5 hours of
flight status events. Represented in binary, most events
are about 600 bytes in size. As mentioned in Section 4.3,
although some fields within an event are accessible by an
absolute offset, most use relative addressing.

Conceptually, the simulation environment represents
three distinct components (see Figure 4):



streams (i.e., where two sources are configured to simul-
Event Sender Event Merger taneously send events to the service) and airport code as
Receiver

(Multiple (Commodity
Streams) Hardware/IXP)

the merge criteria. The results indicate that the complete
time for the service implementation on the IXP is approx-
imately 50% lower than the commodity hardware imple-

Figure 4. Component overview of the simu- mentation. Thus, at least for the operating context of this

lation environment. domain, an NP-based service indeed surpasses the perfor-
mance of a reasonably equipped commodity server.

e Event Merger Receive, classify and categorize in- In analyzing why the NP-based implementation ex-

coming events. Buffer or merge events as necessary.pipjts superior performance, observations on memory us-

» Joined Event ReceiveiReceive and verify merged  age and control explain contributing factors. One related
events. point that favors the NP-service implementation is that
) is operates directly in the network path. On the IXP,

Note that although th_e Event Sender is abstractly reP- the receive stage places incoming packets (events) di-
resented as one block, in the actual benchmark multiple rectly into DRAM accessible to any of the microengines;

machines (corresponding to multiple streams) were em- hen puffered, events are not copied to another location,
ployed to simultaneously send events to the Event Merger , ,+ simply kept in place. In the commodity hardware

component. This configuration, in addition to providing implementation, however, network data must propagate
a more accurate representation of the operating e”VirO”'through the host OS before it can be processed. The ac-
ment, was used to prevent network throughput from be- tjons involved in propagation (such as additional copying)

coming a pronounced bottleneck. Additionally, in order .4, sypstantively add to the time required for a packet re-

to minimize potential variability arising from overhead gjyed by the network card to become available to the
inherent in higher level protocols such as TCP, all net- merging service for processing.

work communications in the process were done at the

. Another advantage has to do with placement of the
data link layer.

central data structure used to facilitate the merging ser-
vice. On the commodity hardware implementation, the
5.2. Performance Measurements event hash table must be stored in main memory, although
some table entries for buffered events will appear in the
processor’s cache. In contrast, the NP-based implementa-
tion requires explicit programming of almost all memory
operations, but this control also enables placement of the
event handle hash table in an available SRAM channel
(instead of DRAM). Thus, queries to and traversal of the
hash table in the NP service are optimally fast, yielding a
savings in processing time.

In order to measure the performance of each of the
implementations under various scenarios, we employ a
metric calledcomplete timgits definition is explained as
follows. In a sequence df incoming events, some frac-
tion of those events will be merged, resultinglimerged
events being sent. In the Joined Event Receiver the time
is taken after receipt of the first merged event. After re-
ceipt of theT** merged event, the time is again taken
and their difference calculated; this number comprises the
complete time 5.3.2 Additional Streams. To evaluate the perfor-

Of the variety of fields contained within each event, Mmance impact of increasing the number of streams the
airport codewas selected as merge criteria for evaluat- NP-based service must handle, experiments using air-
ing baseline performance. The reason it was chosen isPort code as the merge criteria were conducted with
that in the actual system, events likely to be merged (suchthree and four streams. To overcome a testing environ-
as updates to a particular ﬂight) will have a common ar- ment network bottleneck, for this evaluation performance
rival destination. In addition, for analyzing the perfor- Mmeasurements were obtained by running the service in
mance impact of Changing properties such as merge Win_a CyC|e—aCCUI‘ate IXP2400 Simulator (a.Va.”able in |nte|'S

dow size, airport code represents a field with sufficient XA SDK 4.0). An experiment with two streams was also
median qualities. performed to show that simulator results indeed closely

match endpoint-to-endpoint performance measurements
. obtained by using actual hardware.

5.3. Evaluation Figure 6 shows the results of testing the service with
5.3.1 Baseline Performance. Figure 5 shows the re-  two, three, and four streams using the simulator. For three
sults of testing the event merging service with two streams, the hardware resources of the IXP are not yet ex-
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Figure 5. Baseline Performance. Figure 6. Performance vs. Streams.

hausted, and the service’s performance scales well, as thé.3.3 Merge Window Length. Finally, we evaluate
complete time is only 5% higher as compared to merging the performance impact of varying the length of the
over two streams. When four streams are used, howevermerge/join window. For long windows (where the time
the resources of the IXP available to fulfiling the ser- between two events to be merged is long), the perfor-
vice are exceeded, and performance drops significantly. mance of the IXP is already known, as managing four
In addition to available fast memory for hash table en- streams represents a case where window length is arti-
tries becoming saturated, the synchrony between relatedficially inflated. To explain, separate streams decrease
incoming events decreases. That is, the amount of timeevent synchrony, which effectively lengthens the merge
a buffered event resides on the IXP before it is merged window. Analogous consequences follow, in which
increases. As a consequence, comparatively more (andbuffered events reside on the IXP longer, available mem-
expensive) memory operations must be performed to tra- ory resources are stressed, and processing time dramati-
verse hash table entry chains in order to find a poten- cally increases.
tial match, which substantively impacts overall process- For measuring the impact of short windows, the event
ing time. merging service was modified to use #igine codefield
The limitations exposed from evaluating the perfor- as merge criteria. As the event stream is from Delta, the
mance of the IXP with additional streams highlights a overwhelming majority of events contéail for the value
point crucial to the effective use of NPs in enterprise do- of this field. The use of airline code therefore represents
mains. It is that, due to the limited resources available testing the merging service with a short merge/join win-
to an NP, care must be given to selecting the appropriatedow, as almost every two incoming events will be merged.
hardware configuration for a particular problem context. For comparison, airport code was selected to represent the
More broadly, in constructing an NP-based enterprise ser-case of average window length.
vice, there exists a clear need to well-understand the op-  Figure 7 shows a side-by-side performance compari-
erating domain and the resources it needs. As a conciseson of the merging service with two streams and merge
example for the merging service domain, the IXP2350 criteria representing average and short window lengths.
has twice the amount of SRAM and faster microengines The complete time for the short-length merge window
than the IXP2400; both of these advantages could assistis slightly less than the complete time for the average-
in combating resource exhaustion associated with manag-length merge window, which provides further evidence
ing four event streams. Furthermore, for domain specific that memory operations (and not computation) dominate
NP appliances, traditional SRAM or DRAM components total processing time. More importantly, this observation
may be replaced by other types of memories (such asimplies thatlocal computation in a microengine exists as
CAMs) for more efficient lookup. In addition, the above an otherwise untapped resource available for use.
results may be used by NP appliance designers to include  The availability of unused local processing in a mi-
or enhance eXiSting on-Chip Capabilities to provide better Croengine Speaks promising|y toward dynamic reconﬁg_
support for these classes of functionality. uration, an important aspect of what an NP-based en-
terprise service should provide. In particular, moder-
ately reconfigurable services, whose configuration data is
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Figure 7. Performance vs. Window Length

small enough to fit inside the local memory of a micro-

engine, can process that data at nearly zero cost. There-

fore, moderately reconfigurable services are likely to in-
cur no performance penalty over otherwise identical ser-
vices that must be configured by service code modifica-
tion and reloading; we will examine these issues further
in future work.

6. Conclusion and Future Work

In this paper we have presented an examination of us-
ing network processors as platforms for service solutions
which address the challenges of mismatches, information
integration, and system evolution in distributed enterprise
environments. By describing the differences that sepa-

rate NPs from general purpose hardware, we presented a

motivation for their use as network appliances for select

classes of services. We generalized the hardware and soft-
ware requirements that NP-based appliances must pro-

vide by focusing on the Intel IXP, a popular network pro-
cessor. To concretize the NP’s role in enterprise domains,
we presented a case study of a real-world mismatch and
information integration problem, whose solution was im-
plemented on the Intel IXP2400. In evaluating the per-
formance of the NP-based enterprise service implemen-

tation, we detailed the strengths and weaknesses of using

the IXP to generalize about the viability of the NP model
as an enterprise service. By analyzing results in the con-
text of the IXP’s hardware, we outlined general require-
ments and considerations for NP-based services impor-
tant to their effective use.

In future work, we will evaluate the performance dif-
ferences arising from the use of other NP configurations
(such as the 1XP2350). Further analysis will provide a
basis for a more precise understanding of how various

characteristics of NP hardware affect performance in dif-
ferent enterprise service domains. In addition, based on
the observations made in Section 5.3.3, we plan to im-
plement various classes of dynamic reconfiguration into
enterprise services. Besides researching efficient ways
to manage fully reconfigurable services, we intend to ex-
plore related issues important to general production envi-
ronments, such as authentication-based reconfiguration.
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