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Internet protocols and architectures
• The TCP/IP stack, application and network protocols, and 

(Inter)networking architectures are important

• They make us understand how packets travel and how applications 

can communicate, etc.

https://sdn.systemsapproach.org/arch.html
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Internet Data Science?
But if we want to empirically understand how human behavior and 
natural phenomena affect or inter-relate with the Internet—or if we 
want to study the Internet itself—then we need to add something else 
to the picture..

.. and use a different perspective   

To help us reason about this different perspective we can get back to 
the drawing board…
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Internet Data Science?
• Each Internet-related phenomenon can be observed along some of 

these dimensions

• IP addresses (individual or aggregated per subnet, etc.)

• Protocol types and port numbers

• Domain names

• Autonomous System Numbers

• Organizations involved

• Infrastructure used

• Geopolitical dimensions (coordinates, or administrative boundaries: countries, cities, 

…)

• Time
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Individual IPs

IPv4 /24s, … 
BGP prefixes

45.32.128.12

45.32.128.0/24 
45.32.0.0/16

45.32.0.0/12

45.0.0.0/8 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www.gatech.edu


burdell@gatech.edu


http://www.gatech.edu
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https://book.systemsapproach.org/scaling/global.html
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”Characteristics of Metro Fiber Deployments in the US”, P. Barford et al., TMA 2020
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Internet Data Science
We know these entities exist, but

• Do we have data about them? What kind?

• Do we understand the relations among them? 

• What data is available about these relations? 

• Do we understand these data?


• Quality and limitations

• Comprehensiveness

• Exceptions

• Validity over time, …

• Can we obtain/extract more? 


• What can we do with it? 


?
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…

These relationships are complex
…and many



35

These relationships
• Complex: not 1-1, not defined, heterogenous behavior, … 

• Not always well understood

• Scalability issues

• Change over time

• Scarcity of data

• Unofficial data / or not designed for our purposes

• Quality of the data


• In some cases even the entity in those bubbles are not entirely known
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IP Geolocation: when things get ugly
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IP Geolocation: when things get ugly

https://www.washingtonpost.com/news/morning-mix/wp-content/uploads/sites/21/2016/08/toilet.jpg
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• Accused of being identity thieves, 
spammers, scammers and fraudsters 

• Visited by FBI agents, federal 
marshals, IRS collectors, ambulances 
searching for suicidal veterans, and 
police officers searching for runaway 
children


• The renters have been doxxed, their 
names and addresses posted on the 
internet by vigilantes


• Once, someone left a broken toilet in 
the driveway

https://web.archive.org/web/20170602090701/https://fusion.kinja.com/
how-an-internet-mapping-glitch-turned-a-random-kansas-f-1793856052

IP Geolocation: a quiet farmhouse in Kansas…
Over several years
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When IP Geolocation means “just the country”

https://web.archive.org/web/20170602090701/https://fusion.kinja.com/
how-an-internet-mapping-glitch-turned-a-random-kansas-f-1793856052

39.8333333,-98.585522

39°50′N 98°35′W

38.0000,-97.0000
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Week 2: 1/20
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ioda.live
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Scope: large connectivity outages

Outages our system observed in 2019


localized outage(s) only 


whole country significantly affected 


Natural disasters 

Cyberattacks

HW faults

Misconfigurations

Routing issues

Power outages

Cable cuts

Government orders



51

IODA - Internet Outage Detection & Analysis

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060
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IODA - Internet Outage Detection & Analysis

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060
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Kazakhstan Internet blackout

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

The hash rates for 
AntPool, Poolin and 
Binance Pool all fell 
between 12% and 16%.

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060
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Measurements

Event 
Data

Web Application / API

BGP

UCSD Network  
Telescope (IBR)

Active 
Probing 

(AP)

1M pkt/s

25M 
BGP 

msg/5min

6M 
networks 
/10 min;


28M 
probes/10 

min

B G P      T R E A M

libcorsaro I/O loggingintervals

interval endprocess packetinitialize finalizeinterval start

.loglib
trac
e

tools corsarocor-aggcor2ascii

.cor

[your name here]

.pcap

pluginsFlow-Tuple DoS [yours!]

.ft.cor .dos.cor [.you.cor]

CORSARO

AP inference method 
(USC/ISI) and data 

processing

PREFIX-TO-AS

LibIPMeta

LibTimeSeries Resolution 
BGP: 5min  
IBR: 1min  
AP: 10min  

 
Latency  

BGP: 40min  
IBR: 1min  
AP: 10 min

3M time 
series

Time Series 
Data

Detection
Watchtower

T.S. Data 
Manipulation

PHP 
Backend

Javascript 
Frontend

Extract-Transform-Load
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Thanks


