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Internet protocols and architectures

» The TCP/IP stack, application and network protocols, and
(Inter)networking architectures are important

* They make us understand how packets travel and how applications

can communicate, etc.
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Internet Data Science?

But if we want to empirically understand how human behavior and
natural phenomena affect or inter-relate with the Internet—or if we
want to study the Internet itself—then we need to add something else

to the picture..
.. and use a different perspective

To help us reason about this different perspective we can get back to
the drawing board...
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Internet Data Science?

* Each Internet-related phenomenon can be observed along some of
these dimensions

- |IP addresses (individual or aggregated per subnet, etc.)

« Protocol types and port numbers

« Domain names

« Autonomous System Numbers

 Organizations involved

e Infrastructure used

 Geopolitical dimensions (coordinates, or administrative boundaries: countries, cities,

2)

e Time
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J APACHE

HTTP SERVER PROJECT

S - . T

Web servers
Mail servers
DNS servers

Apps
CDNs

BIND 9

Versatile, classic, complete name server software

Akamai
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Autonomous System Numbers (ASN)

AS number v AS name
5588 GTSCE
8412 TMA
13127 T-Mobile
12912 TMPL
21928 T-MOBILE-AS21928
15670 BBNED-AS
50266 tmobile-thuis
31615 TMO-NL-AS
13036 TMOBILE-CZ
20507 InterNLnet
393494 L3TV-AS
12767 PRAGONET-AS
56120 TOT-MOBILE-AS-AP
34430 QORE-AS

Organization

T-Mobile Czech Republic a.s.

T-Mobile Austria GmbH
T-mobile Netherlands B.V.
T-Mobile Polska S.A.
T-Mobile USA, Inc.
T-mobile Netherlands B.V.
T-Mobile Thuis BV
T-mobile Netherlands B.V.

T-Mobile Czech Republic a.s.

T-mobile Netherlands B.V.
T-Mobile USA, Inc.

T-Mobile Czech Republic a.s.

TOT Mobile Co LTD
T-mobile Netherlands B.V.

EGPs: BGP

100 Autonomous System 200

4

4

AS number Vv

10490
2637
16619

AS name

SOUTHERN-CROSSROADS-SOX

GEORGIA-TECH
GTRI-RSRCH

Organization

Georgia Institute of Technology
Georgia Institute of Technology

Georgia Institute of Technology
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IGPs: RIP, IGRP,
EIGRP, OSPF EGPs: BGP

‘ |

Autonomous System 100 Autonomous System 200
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Fig. 1: Maps of the 204 metro fiber networks in the continental US used in our study. Magnified areas shown include Portland

Chicago, Phoenix, and Miami. "Characteristics of Metro Fiber Deployments in the US", P. Barford et al., TMA 2020 °
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Individual users (“Eyeballs)
Homes / CPEs
Devices
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Internet service providers, network operators,...
Institutions, Commercial entities, Schools,
Civil society;, ...

Links to social/political/economical layers

Content

" Autonomous ?
Systems

| Organizations

{ Physical
\. Topology

S
T g

Users

Geography

Gr Georgia
- Tech.

26




Content

{ Autonomous )

Systems

Organizations

Logical
Topology

" Physical

Users {
\, Topology
Georgia " Ad mistrative/political boundaries (country, region, county, province, city, zip code, building, etc.),
GI' Tech. S Links to political properties, geographic properties, demographics, ... other infrastructure! 27



.. Text, Images, Videos, Audio, Social networks, ...
"\ Opportunities to mine, scrape, ...
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. Text, Images, Videos, Audio, Social networks, ...
“\Opportunities to mine, scrape, ...
Jinks to social/political/economical layers

Internet service providers, network operators,...
Institutions, Commercial entities, Schools,
Civil society, ...

Links to social/political/economical layers
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Internet Data Science

We know these entities exist, but

- Do we have data about them? What kind?

* Do we understand the relations among them?

- What data is available about these relations?

+ Do we understand these data? N -]
* Quality and limitations ,‘ > ooy
- Comprehensiveness

AS) .
“ Organizations
» Exceptions ; @ |
. . ooica ||
- Validity over time, ... | @
. ' |
[ ] ? SIcal ‘
Can we obtaln/.extract more- } <> @ @ i;
« What can we do with it? 1;

orEr Ai,v |
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These relationships

« Complex: not 1-1, not defined, heterogenous behavior, ...
* Not always well understood

 Scalability issues

» Change over time

* Scarcity of data

» Unofficial data / or not designed for our purposes
 Quality of the data

* In some cases even the entity in those bubbles are not entirely known
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IP Geolocation: when things get ugly
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IP Geolocation: when things get ugly

B )
.
B W ¢

' @he Washington Post

Democracy Dies in Darkness

Cop 8891912 pitps://www.washingtonpost.com/news/morning-mix/wp-content/uploads/sites/21/2016/08/toilet.jog 4



IP Geolocation: a quiet farmhouse In Kansas...

Over several years

« Accused of being identity thieves, .
spammers, scammers and fraudsters

 Visited by FBI agents, federal
marshals, IRS collectors, ambulances
searching for suicidal veterans, and
police officers searching for runaway
children

* The renters have been doxxed, their
names and addresses posted on the
Internet by vigilantes

* Once, someone left a broken toilet in
the driveway

Gl" Georgia https://web.archive.org/web/20170602090701/https.//fusion.kinja.com/
Tech. how-an-internet-mapping-glitch-turned-a-random-kansas-f-1793856052  *°



When IP Geolocation means “just the country”
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ioda.caida.org/ioda/dashboard#from=-3d&until=now&lastView=inspect

&
‘ Qé Telele Dashboard Alert Feed Explorer API Project Info Reports Acknowledgements Help

Logged in as

Select a country, region, or AS: @) ° °
— Outage Severity Overview

Select a time range: (2]

@@ 3daysago-Now Recent History v

¥ Country Outages @

KA .
Geographical Distribution ¥ Tabbed VSO &7

Country Overall Score Active Probing Darknet

Overall Score BGP Active Probing Darknet Gambia 251M 9.34k

000 /-i3134 Myanmar 10.4M 9.43k

10|0k Z&OK aoll;k Equatorial Guinea 469k 909
Europe (Unknown Country) 62.1k
Niger 29.1k
French Guiana 24.9k
Panama 23.3k
Cote D Ivoire 12.7k
Marshall Islands 12.4k

China 11.7k

Showing 1 to 10 of 30 entries
wdth AfFeF

Leaflet | Map data © OpenStreetMap contributors

|

T T T
12PM 6PM Wed 3

January 31, 2021 4:54am - February 3, 2021 4:54am

IODA.LIVE

030




Scope: large connectivity outages

& Natural disasters
& Cyberattacks

& HW faults

& Misconfigurations
& Routing issues

& Poweér outages

e Cable cuts

& Government orders

OUTAGES OUR SYSTEM OBSERVED IN 2019

LOCALIZED OUTAGE(S) oNLY

E‘ l WHOLE COUNTRY SIGNIFICANTLY AFFECTED

50



IODA - Internet Outage Detection & Analysis
IODA Signals for Gambia @

LR

XY Graph T ¢

Time point aggregation: Avg of 4 pts/px (20 minutes)

1
0.75
0.5
0.25
O _M/“:\A_)
2.Jan 12pm 3.Jan 12pm 4. Jan 12pm 5.Jan 12pm 6.Jan
Time (UTC)
—— Active Probing (#/24sUp) — BGP (# Visible /24s) = —— Darknet (# Unique Source IPs)
i Series: 3 | # Points: 3073 | Data resolution: 5 minutes, 10 minutes @ January 1, 2022 6:10pm - January 6, 2022 12:40am

Gr %ggﬂgia https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641 4290605 ’


https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

IODA - Internet Outage Detection & Analysis
IODA Signals for Kazakhstan ©

XY Graph a) 2

Time point aggregation: Avg of 6 pts/px (30 minutes)

N—
0.75
0.5

025 ﬁ 1 { ‘ ﬂ H
0 = o— e = —
4. Jan 5.Jan 6.Jan 7.Jan 8.Jan 9.Jan 10.Jan
Time (UTC)
—— Active Probing (#/24sUp) — BGP (# Visible /24s) = —— Darknet (# Unique Source IPs)
# Series: 3| # Points: 5195 | Data resolution: 5 minutes, 10 minutes @ January 3,2022 7:20am - January 10, 2022 12:30pm

Gr %ggﬂgia https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060_,


https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

FINANCE - BITCOIN Fu R T U N E

Kazakhstan internet shutdown sheds light on a big Bitcoin
mining mystery

BY SHAWN TULLY
| January5 2022 6:56 PM EST

| 'The curtain Just lifted on one of the many mysterles surroundlng Bitcoin:

. How much is being produced using super-dirty coal in Kazakhstan. We _

The hash rates for | knew that the Eurasian nation was a major destination for miners, and that |
AntPOOI, Poolin and the refugees recently expelled from China were flocking there. Still, it was |
Binance Pool all fell difficult to establish how much of all the world's coins Kazakhstan was |
between 12% and 16%. minting. Clouding the picture was the government's recent moves to 1‘.
severely restrict the mining boom that was plaguing its cities via rolling )[

| blackouts |

— - e ————— e — — __|

%ggflg ia https.//ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=164142906 % 3


https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/GM&lastView=overview&from=1641060780&until=1641429060

Resilient Societies v

Socisbises = :
% @ResilientGrid

- IODA monitoring shows Venezuela blackout starting on

| March 25 followed by four subsequent cascades. This

~ electric grid is under severe stress. At 11:45pm on March
30, no sign of recovery yet.

IODA Signals for Venezuela ©

Saturday, Mar 30, 22:45-22:59
@ Active Probing (# /24s Up): 0.66772235418316

—— Active Probing (# /24s Up) — BGP (# Visible /24s) —— Darknet (# Unique Source IPs)
Q March 24, 2019 3:40am - March 31, 2019 3:50am

8:57 PM - Mar 30, 2019 -
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