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How Private Cryptocurrencies are Built
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The Verification Problem
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Our Contribution: reasoning in SMT
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• A theory of finite fields (ℤ𝑝)

• Benchmarks
• verifying ZKPs of Boolean function 

evaluation

• A decision procedure
• based on computer algebra

• constructs UNSAT cores

• avoids field polynomials

• An implementation in cvc5
• Empirically fast



Part I: Prime-Order Finite Fields

• Written ℤ𝑝

• A set of integers: {0, … , 𝑝 − 1}

• Operations:
• + (mod 𝑝)

• × (mod 𝑝)

• =

Theory of prime-order finite fields

• For each prime 𝑝
• A sort 𝐹𝐹𝑝
• Function symbols +,×,=

• Constants 0, 1,… ,𝑝 − 1

• Notes:
• fixed 𝑝

• distinct “sub-theories”

• no conversions
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Part II: Verifying encodings of 
Boolean function evaluation
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Encoding a Boolean Function as Equations

• Consider a Boolean 𝑓 𝑧𝑖 → 𝑧
• Ex: 𝑧 = 𝑓 𝑧0, 𝑧1 = 𝑧0 ∧ 𝑧1

• We want a system 𝜙′:
• In variables:

• 𝑧𝑖
′: represents 𝑧𝑖

• 𝑧′: represents 𝑧

• 𝑤𝑖
′: additional variables

• Such that 
• 𝜙′ ∧ 𝑖ٿ 𝑧𝑖

′ = ite 𝑧𝑖 , 1,0 → 𝑧′ = ite 𝑓 𝑧𝑖 , 1,0

For our example:
𝑧′ = 𝑧0

′ 𝑧1
′
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Two Properties

Soundness

Any solution with valid inputs has 
the correct output.

𝜙′ ∧ሥ
𝑖
𝑧𝑖
′ = ite 𝑧𝑖 , 1,0

→
𝑧′ = ite 𝑓 𝑧𝑖 , 1,0

Determinism

Any solution, for fixed inputs, has 
a unique output.

𝜙′ ∧ 𝜙′′ ∧ሥ
𝑖
𝑧𝑖
′ = 𝑧𝑖′′

→
𝑧′ = 𝑧′′
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How We Generate Verification Problems

1. Sample a Boolean function 𝑓 𝑧𝑖 → 𝑧

2. Compile it to a system of equations: 𝜙 ← ZKPCompiler(𝑓)

3. (Optional) remove some equations

4. Write the soundness and determinism conditions

• Removals influence condition validity:
• No removals: VALID (or the compiler has a bug!)

• Removals: likely INVALID

• Benchmarks are SMT-LIB2 
• QF_FF: mix of Boolean and ℤ𝑝 (𝑝 ≈ 2256)
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• ZoKrates
• CirC
• CirC-ZoK



Part III: Decision Procedure
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SMT + Theory Solvers
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SMT Core ℤ𝑝 Solver
Input Formula conjunction of (dis)equations

CDCL!

UNSAT (+core) or SAT (+solution)



Rules:
• 𝑎𝑖 = 𝑏𝑖 ⇒ 𝑎𝑖 − 𝑏𝑖 = 0
• 𝑎𝑖 ≠ 𝑏𝑖 ⇒ 𝑎𝑖 − 𝑏𝑖 𝑤− 1 = 0

Example:
• 𝑋 = 0
• 𝑋 ≠ 0 ⇒ 𝑋𝑊 − 1 = 0
• Could recover completeness by adding 

𝑋𝑝 − 𝑋 for all variables 𝑋
• math fact: roots: all of ℤ𝑝
• high degree → terrible performance

• Could perform terribly.
• Experiments show otherwise.
• Insight: + dimension ⇝ many solutions 

Solver Pseudocode

1. Given:  equalities & disequalities

2. Convert each to form: 𝑡𝑖 = 0
• 𝑡𝑖: a polynomial in the input variables

3. Exist polys 𝑝𝑖 such that 1 = σ𝑖 𝑝𝑖𝑡𝑖?
• Then 1 = 0! Return UNSAT (with core)

4. Backtracking search for a solution
• If ∃ univariate 𝑡𝑖(𝑋𝑗): factor & branch

• If dim 𝑡𝑖 = 0: compute a univariate, 
factor, & branch

• Else: exhaustive search
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Note: incomplete!
• ∃𝑝𝑖 . 1 = σ𝑖 𝑝𝑖𝑡𝑖 ⇒ UNSAT
• ¬ ∃𝑝𝑖 . 1 = σ𝑖 𝑝𝑖𝑡𝑖 ⇏ SAT
• Example: 𝑋2 + 1 = 0 is UNSAT in ℤ3

n
ex

t



Part IV: First check & UNSAT cores
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Equations and polynomials: dual view

Equation view:

• Equations: 𝑡𝑖 = 0

• Q: do they imply 1 = 0?

• Inference rules:
• 𝑡𝑖 = 0 implies 𝑝𝑡𝑖 = 0 (∀𝑝)

• 𝑡𝑖 = 0, 𝑡𝑗 = 0 implies 𝑡𝑖 + 𝑡𝑗 = 0

• So:
• If 1 = σ𝑖 𝑝𝑖𝑡𝑖 (for some 𝑝𝑖)

• Then the equations imply 1 = 0

Polynomial view:

• Polynomials: 𝑡𝑖
• Define: 𝑡𝑖 = {σ𝑖 𝑝𝑖𝑡𝑖 : 𝑝𝑖}

• The set is called an ideal

• closed under scaling and addition

• Q: 1 ∈ 𝑡𝑖 ?

• Example:
• 𝑡0 = 𝑋, 𝑡1 = 𝑋𝑊 − 1

• 𝑝0 =𝑊, 𝑝1 = −1

15



Strawman algorithm
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Idea: add polys until we find 1:



Monomial Ordering: A ‘direction’

• A monomial: 𝑋1
𝑒1 ⋯𝑋𝑘

𝑒𝑘

• The ‘graded reverse lexicographical 
order’ (grevlex)
• Lexicographic on

(𝑒1 +⋯+ 𝑒𝑘 , 𝑒1, … , 𝑒𝑘)

• Note: the poly 1 is grevlex-min

• 𝐿𝑀(𝑓): largest monomial of 𝑓

• 𝐿𝑇(𝑓), 𝐿𝐶(𝑓): its term & coefficient
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Reduction: making progress

• Reduction denoted as: 𝑝 →{𝑑𝑖}
𝑟

• If 𝑝 →𝐷 𝑟, then 𝑝, 𝐷 = 𝑟, 𝐷
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fn reduce 𝑝, 𝑑𝑖 → 𝑟:
𝑟 ← 𝑝
while ∃𝑖. ∃𝑡 ∈ 𝑟. 𝐿𝑀 𝑑𝑖 | 𝑡:

𝑟 ← 𝑟 −
𝑡

𝐿𝑀 𝑑𝑖
𝑑𝑖

return 𝑟/𝐿𝐶 𝑟

translation: reduction preserves implied equations

Examples:

reduce 𝑊𝑋 − 1, 𝑋 :

reduce 𝑊𝑋 − 1, {𝑋𝑌, 𝑌𝑍 − 1} :



Candidate algorithm
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Set 𝑃 of 
polynomials
𝑝, 𝑞, …

Scale: add 𝑝𝑞,    𝑝 ∈ 𝑃

Add: add 𝑝 + 𝑞, 𝑝, 𝑞 ∈ 𝑃

Reduce: add reduce 𝑝, 𝑃 − 𝑝 ,  del 𝑝



Buchberger’s algorithm
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Set 𝑃 of 
polynomials
𝑝, 𝑞, …

Scale: add 𝑝𝑞,    𝑝 ∈ 𝑃

Add: add 𝑝 + 𝑞, 𝑝, 𝑞 ∈ 𝑃

Reduce: add reduce 𝑝, 𝑃 − 𝑝 ,  del 𝑝

[Buchberger ’65, corollary]:
With Reduce and SPoly, then

1 ∈ 𝑃
iff 1 ∈ 𝑃 (at fixed point)

SPoly: for 𝑝, 𝑞 ∈ 𝑃:
𝑠 ← 𝐿𝑇 𝑝 𝑞 − 𝐿𝑇 𝑞 𝑝
add reduce(𝑠, 𝑃) if non-zero



UNSAT cores

Computable from a simple blame-
tree:

• if 𝑠 ← 𝐿𝑇 𝑝 𝑞 − 𝐿𝑇 𝑞 𝑝
• 𝑠 blames 𝑝, 𝑞

• if 𝑝 →{𝑝𝑖}
𝑟

• 𝑟 blames 𝑝

• 𝑟 blames each (used) 𝑝𝑖

• traverse blame graph for UNSAT 
core
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Solver Pseudocode

1. Given:  equalities & disequalities

2. Convert each to form: 𝑡𝑖 = 0
• 𝑡𝑖: a polynomial in the input variables

3. Exist polys 𝑝𝑖 such that 1 = σ𝑖 𝑝𝑖𝑡𝑖?
• Then 1 = 0! Return UNSAT (with core)

4. Backtracking search for a solution
• If ∃ univariate 𝑡𝑖(𝑋𝑗): factor & branch

• If dim 𝑡𝑖 = 0: compute a univariate, 
factor, & branch

• Else: exhaustive search
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Main Experiment

What we benchmarked:

• Our solver (FF)

• Our solver, no cores (FF-)

• Embed ℤ𝑝 in bit-vectors (BV)

• Embed ℤ𝑝 in integers (NIA)

• Embed Booleans in ℤ𝑝 (CAS)
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BV CAS FF- FFNIA

solvers: bitwuzla-1.0pre, z3-4.11.2, cvc5 nightly 17 Dec ’22, CoCoALib 0.998 testbed: 8GB, 1 CPU, 5min



More in the paper

• Theory & decision procedure for non-prime finite fields.

• Calculus for proving ideal membership
• Generalization of our UNSAT cores

• Avoiding field polynomials: costs & benefits

• More experiments
• Comparison with BV for 10-60 bit fields

• Comparison with field polynomials for 4-12 bit fields

• …
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Satisfiability Modulo Finite Fields

• First SMT ℤ𝑝 solver
• UNSAT cores
• No field polynomials

• First QF_FF benchmarks
• Verifying encodings of Boolean 

function evaluation (for ZKPs)

• A foundation for automated 
verification related to ℤ𝑝

• Try it! (cvc5 main)
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