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𝔽-based cryptosytems are critical

They are everywhere:

• key exchange (DHE, ECDHE, …)

• signatures (EdDSA, ECDSA, …)

• authentication (Poly1305,…)

• private cryptocurrency (Zcash, …)

• secure auctions (SPDZ, …)

Their bugs are everywhere:

• cryptography libraries
• (OpenSSL, NaCl, go, OpenJDK)

• private cryptocurrency
• (Zcash, Monero, TornadoCash)

• NIST specs

• …
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See also: [Erbsen et al.; IEEE S&P’19] [0xPARC “ZK Bug Tracker”], [Chaliasos et al.; ‘24] …

Strategy: eliminate bugs 
through verification



𝔽-based verification can be slow

Verification tool
(Dafny, Boogie, …, Lean, Coq, …)

SMT solver + 𝔽
(cvc5[1], Yices[2])

𝔽-solver

Sometimes
slow!
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We build BitSplit,
which is far faster for 
verifying determinism
(an important application). 

[1]: Ozdemir et al., [2]: Hader et al.



BitSplit: far better at determinism
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Our work: Better 𝔽-solving for a key application
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Application Problem Solution

determinism for
zero-knowledge proofs 

(ZKPs)

bit-splitting split Gröbner bases
with propagation



Verify what? Determinism
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𝑆(𝑋, 𝑌)

system of 𝔽-equations Secure/private application

ZKP prover
& verifier

auditor
Q:  “is 𝑆 deterministic?”

∀𝑥, 𝑦, 𝑦′, 𝑆 𝑥, 𝑦  ∧  𝑆 𝑥, 𝑦′ ⇒ 𝑦 = 𝑦′

Determinism rules 
out 95% of bugs[1]

[1] “Understanding Security Vulnerabilities in zkSNARKs,” Chaliasos et al., 2024

“is 𝑆 a (partial) function 𝑋 ↦ 𝑌 ?”



Which systems? Ones with bit-splitting

𝑋 = σ𝑖=1
𝑏 𝑌𝑖2𝑖−1 ∧ 𝑌1 𝑌1 − 1 = 0 ∧ ⋯ ∧ 𝑌𝑏 𝑌𝑏 − 1 = 0 ∧ ⋯ 
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bitsum bit constraints

bit split (with 𝑏 bits)

98% of circom projects 
have bit splits

64% of SHA2 variables 
are in a bit split



Bit splitting is hard for a GB-based solver
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𝑋 = σ𝑖=1
𝑏 𝑌𝑖2𝑖−1 ∧ 𝑌1 𝑌1 − 1 = 0 ∧ ⋯ ∧ 𝑌𝑏 𝑌𝑏 − 1 = 0  𝐵𝑆 𝑋, 𝒀 =

𝑆 = 𝐵𝑆 𝑋, 𝒀 ∧ 𝐵𝑆 𝑋, 𝒀′ ∧ 𝑌𝑏 ≠ 𝑌𝑏
′

as determinism query for X ↦ 𝑌𝑏
′

Prior 𝔽-solver (Monolithic)

𝔽-solver

𝐺𝐵(𝑆)

𝑆: system of equations

1.  𝐵 ← 𝐺𝐵(𝑆)



The root of the problem
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Goals

Goal: a decision procedure that:

1. is efficient for:
• proving determinism

• systems with bit-splits (bitsums and bit constraints)

2. uses a GB engine as a black-box

3. is sound and complete

Our decision procedures: “Split” and “BitSplit”
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Designing (Bit)Split
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Two problems to solve:

o  Can’t compute GBs for bit-splits

o  Need some bit-split reasoning



Designing “Split”

Prior 𝔽-solver (Monolithic) Our 𝔽-solver (Split)

𝔽-solver

𝐺𝐵(𝑆)

𝑆: system of equations

𝔽-solver

𝐺𝐵(𝑆1)

𝑆: system of equations

𝑆1 ∧ ⋯ ∧ 𝑆𝑛 ← 𝑆

𝐺𝐵(𝑆𝑛)⋯ propagation
module

12uses a split GB

avoids
full GB

understands
bit-splits

polynomials



Instantiation: “BitSplit” solver

• Two bases
• Linear (𝐵1):

• initialized with linear polynomials

• accepts linear lemmas

• Sparse (𝐵2):
• initialized with non-bitsums

• admits equality lemmas (𝑋1 = 𝑋2 or 𝑋1 = 𝑐)

• Propagation module
• Bit representation congruence

• Given: 𝐵𝑆 𝑋, 𝒀 ∧ 𝐵𝑆 𝑋′, 𝒀′ ∧ 𝑋 = 𝑋′

• Deduce: 𝑌1 = 𝑌1
′ ∧ ⋯ ∧ 𝑌𝑛 = 𝑌𝑛

′
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BitSplit scales better with bitwidth
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In the paper…

• decision procedures:
• Split: for a generic split GB & propagator

• Key technical contribution: generalizing GB-based model construction to split GBs.

• BitSplit: specific # of GBs, propagator

• a study of the completeness of lemma propagation

• ablation studies

• case study: 𝔽-blaster verification
• determinism ⇒ full correctness
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Split Gröbner Bases
for Satisfiability Modulo Finite Fields

Prior 𝔽-solver (Monolithic) Our 𝔽-solver (BitSplit)

𝔽-solver

𝐺𝐵(𝑆)

𝔽-solver

𝐺𝐵(𝑆1)

𝑆1 ∧ ⋯ ∧ 𝑆𝑛 ← 𝑆

𝐺𝐵(𝑆𝑛)⋯ propagation
module
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uses a split GB

avoids
full GB

understands
bit-splits

polynomials

Alex Ozdemir, Shankara Pailoor, Alp Bassa, Kostas Ferles, Clark Barrett, Işil Dillig



Appendices
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Background & terminology

• 𝔽[𝑿]: all polynomials, coefficients 𝔽, variables 𝑿

• 𝑆, 𝐺, 𝐵: sets of polynomials

• 𝒱 𝑆 : the common zeros ( 𝑀 ∈ 𝔽𝑚: ∀𝑠𝑖 ∈ 𝑆, 𝑠𝑖 𝑀 = 0 )

• 𝑆 = σ𝑖 𝑐𝑖𝑠𝑖  with 𝑐𝑖 ∈ 𝔽[𝑿]
• Intuition: all polynomial (equations) implied by 𝑆

• Hilbert’s Nullstellensatz
• 1 ∈ 𝑆  ⇔  𝒱 𝑆 = ∅
•  False for finite fields, but assume it’s true for the talk; see paper

• Gröbner Bases
• Computed by 𝐵 ← 𝐺𝐵(𝑆); with 𝐵 = ⟨𝑆⟩; not polytime
• Efficient test for 1 ∈ ⟨𝐵⟩
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Definition: split Gröbner basis

Definition

A Split GB for ⟨𝑆⟩ is a sequence of 
poly sets

𝑩 = 𝐵1, … 𝐵𝑘

such that 
• each 𝐵𝑖  is a GB and

• ⟨𝑩⟩ ≜ ∪𝑖 𝐵𝑖 = ⟨𝑆⟩.
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An overview of the Split solver
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Computing a split GB

SplitGB 𝑮 → 𝑩:

• For each 𝐺𝑖 simultaneously:
1. Compute a GB 𝐵𝑖

2. Offer 𝑝 ∈ 𝐵𝑖  to other 𝐵𝑗’s

3. Accept 𝑝 into 𝐵𝑗  if admit 𝑗, 𝑝  and 𝑝 ∉ ⟨𝐵𝑗⟩ 

4. Accept 𝑝 ∈ extraProp(𝑩) if admit(𝑗, 𝑝) and 𝑝 ∉ ⟨𝐵𝑗⟩

5. Repeat to fixpoint

• Return 𝑩

21



The benchmarks
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Verification for a ZKP compiler + ZKP

Completeness
𝑌 = 𝐹 𝑋  ⇒  𝑆(𝑋, 𝑌)

Soundness
𝑆 𝑋, 𝑌  ⇒  𝑌 = 𝐹(𝑋)

Determinism
𝑆 𝑋, 𝑌 ∧ 𝑆 𝑋, 𝑌′ ⇒ 𝑌 = 𝑌′

Imply (compiler + ZKP) security
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Best option: determinism w/ BitSplit
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Variations of BitSplit aren’t better
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