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Attack on the Internet routing system

• The Border Gateway Protocol allows networks to share reachability information.
• Attackers can redirect Internet traffic without authorization (BGP hijacking). 
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Using IRR to defend against BGP hijacking

• The Internet Routing Registry (IRR) provides external reference information for 
networks to filter received messages through the Border Gateway Protocol (BGP).
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Threat model: attacker registers false IRR records

• Circumventing the route filters used by the attacker’s upstream providers.
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IRR data may not be accurate
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Authoritative IRR databases 

• Also manage the Resource Public Key Infrastructure 
(RPKI), a more secure alternative of the IRR.
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IRR is widely used by networks

• Large cloud providers, Internet Exchange Points 
(IXPs), and transit providers require their 
customers/peers to register in an IRR database.
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False IRR record of UCSD-originated prefix

• In 2020, gohosted.eu registered 4 UCSD-originated prefixes in RADB.
• gohosted.eu originated those prefixes in BGP until early 2021 (BGP 

hijacking) .
• The hijacker’s upstream providers accepted the BGP announcements 

because they matched RADB records.
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Looking for false IRR records

• We propose a methodology to identify IRR records collected over 1.5 
years that may be registered by hijackers – a.k.a irregular IRR records.
• We use results from previous papers to validate our results.
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Workflow to identify irregular route objects
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Calculating inconsistent records
• How inconsistent is IRR Y compared to IRR X?
• 2 records in IRR Y have the same prefix in IRR X.
• 1 of the 2 records has a different origin AS.

• Inconsistency (Y, X) = 1 / 2 = 50%
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Inconsistency among IRR databases

• Overlap between authoritative IRR 
databases.
• Inter-RIR address space transfer

• RADB has inconsistency with most 
other IRR databases.
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Irregular RADB records
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Case Study: IP Leasing Company

• We found 30.4% (10,408 / 34,199) were registered by ipxo.com, an IP 
leasing company.
• They register IRR records for their customers.
• Some of their IRR records existed in RADB for only 5 days.

• Further analysis needed to check whether their customers are using 
leased IP address space maliciously.
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Summary

• Inconsistency is common between IRR databases.
• 13% (~200k) of all RADB records were inconsistent compared to NTTCOM.
• Future work is needed to resolve such inconsistency.

• 34k irregular IRR records need further attention from the community.
• Non-authoritative IRR records need validation.

Questions? bendu@ucsd.edu
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