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What is RPKI?

 |ETF-standardized framework to

Certificate Authority
cryptographically validate routing data.

Organlzatlon Public
» Off-band system allowing networks to issue . G/‘ G/ Repository
Route Origin Authorization (ROA) certificates for ey Pusloker

J

their IP address blocks.

* Networks can use ROAs to perform Route Origin
Validation (ROV), filtering invalid BGP messages
and preventing misconfigurations and hijacks. A
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Why is it Critical?

* RPKI is the consensus
solution to improve inter-
domain routing security.
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Improved BGP Routing Security Adds Another
Important Layer of Protection to Online
Networks

By Jason Livingood | May 17, 2021

As part of our ongoing efforts to improve the robust security of our network and protection of
our customers, we recently improved our Border Gateway Protocol (BGP) security by deploying
Resource Public Key Infrastructure (RPKI) validation and signing across our network. These are
important steps to ensure the security and reliability of the routing infrastructure of our network

and other networks around the world that exchange packets with the Comcast network.
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Why is it Critical?

* RPKI Is the consensus
solution to improve inter-
domain routing security.

* |t significantly reduces
exposure to BGP hijacks
and unintended routing
misconfigurations.
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SUMMARY

Over the last several weeks, some of the most prominent dic .
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Amazon and most recently Apple experienced issues with th
types of services each of these companies differ, the comma

How much does RPKI ROV reduce the propagation

that they were a direct result of problems with the Border Ga
of invalid routes?

that more than any other technology makes the Internet a re
across these incidents was that they were quite costly for the Doug Madory & Job Snijders
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War story: RPKI is working as eachability
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To be very forward, this really is a story about something that turned out t

problem at all. But sometimes boring stories deserve to be told. To provids
this one, we have to go back to February 2008. Back then - through no fal Summary

own - one of the world’s most popular video-sharing platforms suffered a- . ] . ] o ] ]
) ] ) o ) T ) Our analysis from earlier this year estimated that the majority of internet traffic now
multi-hour outage, interrupting millions of video viewings. The impact was . o .
S ) ) ) goes to routes covered by ROAs and is thus eligible for the protection that RPKI ROV
significant that even mainstream media reported extensively on what was . . _ .

. ) . offers. This analysis takes the next step in understanding RPKI ROV deployment by
an arcane routing incident. But, nowadays we'’re hearing less and less abo . -
) . measuring the rejection of invalid routes.
like these, even though the Internet is bigger than ever. Three weeks ago

i

the target of a BGP hijack, similar to what happened in 2008, but this time barely
anyone noticed. Why is that? Something has changed. In this article, I'll delve into one
of the Internet’s most remarkable, yet untold, success stories.




RPKI adoption %

Motivation: RPKI adoption barriers
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Methodology: A First-of-its-Kind User Study

* Who: 13 network operators substantially
iInvolved in RPKI decision-making.

» Questions: Role, RPKI status,
challenges, what has helped.

» Geographical Context: Most
Interviewees were in North America.



This study focus: The Role of RIRs

* RIRs are the cryptographic roots
of trust for the RPKI system.

* They provide the essential
iInfrastructure to host RPKI
certificates and keys for the
Internet resources they allocate.

Regional Internet

Registry (Rlﬂw

Origin: A

Prefix: 18.0.0.0/16
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Four key areas where RIRs play a pivotal role

®_©O
.;. IP resource management

‘,'j Awareness and training

@ Tooling for ROA creation and monitoring

Q. Tooling for routing monitoring and incident
iInvestigation



Challenges with IP Management

“our prefixes [that] are not covered by ROASs [...] is because of the
years and years of IP allocation and poor record keeping. And
then thats a big challenge.”

"A fair number of [organizations] don’t have access to their ARIN
accounts, they have to recover the orgs [..] so that's money and hassle

[..]”

“By signing the LRSA, [...] [we] give ARIN certain rights that they don't
have right now with that space. And that's been going back and forth
between us and them, for you know at least a year, if not 2 now. [...] So
until that gets sorted out, we're not really doing any [RPKI] ROAS.”



RPKI & IP Resource Management

“"xR l N L)

* For participants, streamlining IP

@& Dashboard

management supported RPKI =

Point of Contact Records
Manage POCs linked to your account

| |
Organization Identifiers
- Manage Org IDs and Org POCs

Associations Report
Records connected to your account

IP Addresses

> Financial incentives

Routing Security

Transfer Resources

Payments & Billing

> Authoritative resources lists

> Having address space In
multiple RIRs

Feedback NANE WIS, 8

Point of Contact Record

v POC was created. Your user account is not linked to this POC. Linking allows you to manage the POC.

POC Info

POC:

Name:

Company Name:
Address:

Email Address:

Phone Number:

Public Comments:

Registered Date:
Last Modified Date:

Link to This POC

Point of Contact Info

ROUTE8-ARIN

Joe Route

Contact Info

None Specified

123 Main Street
Chantilly, VA 20151
United States

joeroute2024@gmail.com
+1-309-543-5374 (office)

http://www.example.net
Standard NOC hours are 7:00 AM to 11:00 PM EST

Other Info

01-11-2024 14:51:55
01-11-2024 14:51:55
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Challenges with Awareness and Training

‘Just because you're a routing jockey doesn't mean you're familiar
with RPKI. | had to educate some people that it's not going to knock
some people off the network.”

“So the age old question is, how do you teach people about NANOG
that don't know about NANOG? How do you reach people? How
do you reach out to Joe's Bait & Tackle Internet service?’

“We were already talking about moving towards RPKI. | was doing
presentations and education of upper management to get their
buy-in.”



RPKI Awareness and Training
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What can be learned from recent BGP hijacks
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» Community sharing

WASHINGTON, May 15, 2024—FCC Chairwoman Jessica Rosenworcel today proposed
requiring the largest broadband providers to file confidential reports on Border Gateway Protocol
(BGP) security so the FCC and its national security partners can for the first time collect more up-
to-date information about this critical internet routing intersection. BGP is the technology used
for routing information through the physical and digital infrastructure of the internet.

BGP visualization showing the propagation of a malicious route
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National security experts have raised concerns that, by accessing vulnerabilities in BGP, bad
actors can disrupt critical services that rely on the internet and result in misdirection, interception,
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Challenges Issuing ROAs

“I will say, probably the biggest challenge right out of the gate was just the
lack of actual tools and or software programs to help you monitor
all of this. It was, and still is sort of, you need this for this part and that
for that part. And if you want to see If it's working, you need this other
thing, and so on.”

“We did start registering routes---but we ran into the problem of lack
of common APIs across the RIRs.”



Tooling for issuing RPKI ROAs

 Participants praised user-friendly
Interface for manual ROA creation and

API.

* RIPE ROA ‘testing’ ability and software
development enabling faster RPKI

adoption.

* Third-party tools such as Cloudflare
Validator allow participants to debug

ISSUES

ACCOUNT MANAGER RPKI: Create ROA

&

M Org O ARINL v Hosted RPKI: e ROA; Cert

Create a Route Origin Authorization (ROA)

*Prefixes:
©
ROA Name:
Next Step
L& Authe A 0= A em (A B a
- A gin A ner
—
RIPE NCC
" ) RIPE NETWORK COORDINATION CENTRE Q |
1|1 8] 16]
Manage IPs and ASNs > Analyse Participate > Get Support Publications About Us >
You are here: Home > Manage IPs and ASNs > LIR Portal You are editing ~ Stichting NLnet Labs
My LIR > @ RPKI Dashboard
Resources
My Resources DZ Inouncement 2 ROAs
Request Resources . . .
a 2 Valid 0 Invalid a 0 Unknown 20K 0 Causing problems
Request Transfer
IPv4 Transfer Listing Service
RPKI Dashboard _— o i
BGP Announcements Route Origin Authorisations (ROAs) History
RIPE Database >
¥ | # Create ROAs for selected BGP Announcements @ Valid | Alnvalid | @ Unknown
Origin AS Prefix Current Status
AS199664 185.49.140.0/22 [ vALID | 4
AS199664 2a04:6900::/29 [ vALID | Y4

Show 25 [ of2items

f Yy in O Home | Sitemap | Contact Us | Service Announcements PrivacyStatement|LegallCookies Copyright Statement | Term of Service
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Challenges monitoring routing

“I'm trying to unravel all of the different pieces of IP space that we
have.[...] And so what I've been doing a lot of is digging through
our routing.”

“l use just a ton of hand shell scripts, with grep CIDR and dumping
routing tables. Every day, you know, | go through and pull out what
[is] originating from my ASNS.”

“So the main batrriers for ROA were that we needed to get our hands
around the data. We needed to understand the data and we
needed to convince people it wasn't going to cause any outage.”
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Routing Information Service (RIS)

v RIS
Documentation
RIS Peers List
RIS Peering Policy
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RIPE IPMap .
Internet Traffic Maps
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Global Routing Intelligence Platform

Select an event type Select an event suspicion level
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Recommendations

<
=e

New channels for More software tools
awareness and training for RPKI
* Specific industry groups * Testing of ROAs
* Cybersecurity standard training * Signaling of missing ROAs

* Connectivity provider * Signha

ing of changes in ROAs

o e

it @

Community knowledge

sharing

* RPKI adoption journey

ntegration with operation

* Decision-making analysis
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Conclusions

ORDINATION CENTRE

RIPE NETWORX (OO

* RIRs are uniquely positioned —
to support RPKI adoption.

 There are successful
strategies

| _ lacnic®® AFRINIC 3 ‘ .
> RIPE's leadership ' - L Y s
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