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What is RPKI?

• IETF-standardized framework to 
cryptographically validate routing data.

• Off-band system allowing networks to issue 
Route Origin Authorization (ROA) certificates for 
their IP address blocks.

• Networks can use ROAs to perform Route Origin 
Validation (ROV), filtering invalid BGP messages 
and preventing misconfigurations and hijacks.
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 Why is it Critical?
• RPKI is the consensus 

solution to improve inter-
domain routing security.
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 Why is it Critical?
• RPKI is the consensus 

solution to improve inter-
domain routing security.
• It significantly reduces 

exposure to BGP hijacks 
and unintended routing 
misconfigurations.
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Motivation: RPKI adoption barriers
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Methodology: A First-of-its-Kind User Study

• Who: 13 network operators substantially 
involved in RPKI decision-making.

• Questions: Role, RPKI status, 
challenges, what has helped.

• Geographical Context: Most 
interviewees were in North America.
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This study focus:  The Role of RIRs

• RIRs are the cryptographic roots 
of trust for the RPKI system. 

• They provide the essential 
infrastructure to host RPKI 
certificates and keys for the 
Internet resources they allocate.
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Four key areas where RIRs play a pivotal role

1. IP resource management

2. Awareness and training

3. Tooling for ROA creation and monitoring

4. Tooling for routing monitoring and incident 
investigation
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“ our prefixes [that] are not covered by ROAs [...] is because of the 
years and years of IP allocation and poor record keeping. And 
then that's a big challenge.”

Challenges with IP Management

“A fair number of [organizations] don’t have access to their ARIN 
accounts, they have to recover the orgs [..] so that’s money and hassle 
[…].”

“By signing the LRSA, […] [we] give ARIN certain rights that they don't 
have right now with that space. And that's been going back and forth 
between us and them, for you know at least a year, if not 2 now. [...] So 
until that gets sorted out, we're not really doing any [RPKI] ROAs.”



RPKI & IP Resource Management
• For participants, streamlining IP 

management supported RPKI 
adoption.
‣ Financial incentives
‣ Authoritative resources lists
‣ Having address space in 

multiple RIRs
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“So the age old question is, how do you teach people about NANOG 
that don't know about NANOG? How do you reach people? How 
do you reach out to Joe's Bait & Tackle Internet service?”

Challenges with Awareness and Training

“Just because you're a routing jockey doesn't mean you're familiar 
with RPKI. I had to educate some people that it's not going to knock 
some people off the network.”

“We were already talking about moving towards RPKI. I was doing 
presentations and education of upper management to get their 
buy-in.”



RPKI Awareness and Training
• Factors that have driven 

adoption:
• High-profile incidents.
• Regulatory interest
• Industry groups
• Community sharing
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“I will say, probably the biggest challenge right out of the gate was just the 
lack of actual tools and or software programs to help you monitor 
all of this. It was, and still is sort of, you need this for this part and that 
for that part. And if you want to see if it's working, you need this other 
thing, and so on.”

Challenges Issuing ROAs

“We did start registering routes---but we ran into the problem of lack 
of common APIs across the RIRs.”



Tooling for issuing RPKI ROAs

• Participants praised user-friendly 
interface for manual ROA creation and 
API.
• RIPE ROA ‘testing’ ability and software 

development enabling faster RPKI 
adoption.
• Third-party tools such as Cloudflare 

Validator allow participants to debug 
issues
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“I'm trying to unravel all of the different pieces of IP space that we 
have.[…] And so what I've been doing a lot of is digging through 
our routing.”

Challenges monitoring routing

“I use just a ton of hand shell scripts, with grep CIDR and dumping 
routing tables. Every day, you know, I go through and pull out what 
[is] originating from my ASNs.”

“So the main barriers for ROA were that we needed to get our hands 
around the data. We needed to understand the data and we 
needed to convince people it wasn't going to cause any outage.”



Support for Routing Monitoring and Incident Investigation
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Recommendations

17

More software tools 
for RPKI

Community knowledge 
sharing

• Specific industry groups
• Cybersecurity standard training
• Connectivity provider

• Testing of ROAs
• Signaling of missing ROAs
• Signaling of changes in ROAs

• RPKI adoption journey
• Integration with operation
• Decision-making analysis

New channels for 
awareness and training
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Conclusions

• RIRs are uniquely positioned 
to support RPKI adoption.
• There are successful 

strategies
‣ RIPE's leadership
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