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ABSTRACT

In this work, we present a secure Internet-of-Things frame-
work enabled by UWB, which allows users to wirelessly
interact with any public and home appliances in a more se-
cure, seamless and efficient manner. we envision an ecosys-
tem of appliances and mobile devices equipped with UWB
transceivers, where the appliances are capable of imposing
location-based access control in precise and configurable
zones and ensuring security against eavesdropping and hi-
jacking by malicious attackers. We propose a location-based
access control algorithm that is robust against range spoof-
ing. Further, we propose the network and application layer
protocols that enable one generic user-end application to
access the control interface of any appliances and adapt to
context.
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1 INTRODUCTION

This paper presents a new vision for a secure and seam-
less user-machine interface centered upon incorporating
ultra-wideband (UWB) radios inside household and publicly-
shared kiosks and appliances. A few observations prompt us
to rethink the ways we interact with appliances today. (1)
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Appliance touchpads are often the first to break and replace-
ments are costly. This leads to substantial e-waste when con-
sumers have to discard a perfectly functional appliance just
because its touchpad cannot be replaced. (2) Touchpads are
also an important cause of disease spread particularly when
used in public places. Public kiosks in airports and super-
markets and the shared appliances in schools and workplace
can become a major source of spreading diseases via fomite
transmissions. (3) Eliminating the need of physically inter-
facing with appliances reduces crowding in public places and
maximizes the convenience and efficiency of customers and
workers. Therefore, we see significant health, environmen-
tal, and social benefits of replacing public appliances with
touchless interface enabled by wireless technology.

Home automation based on WiFi, ZigBee, ZWave and BLE
exist today, which allow users to control their home appli-
ances from personal mobile devices, and they have proved
to enhance the convenience of people’s lives. However, we
observe two key features necessary for a universal interface
which the existing solutions lack: (1) secure location guaran-
tee, and (2) on-the-fly ad-hoc operation. In contrast, UWB
brings precise ranging and localization, a key capability miss-
ing in other wireless technologies, which we believe is the
missing piece to fill a crucial gap in local direct connectivity.

Since wireless signals can penetrate through walls, a mali-
cious attacker could appear to be close-by and take control
of appliances (such attacks currently affect keyless car entry
systems). Therefore, when making appliance control accessi-
ble to anyone in proximity, we must ensure that a malicious
attacker cannot control the appliances from elsewhere when
they do not have physical access to the appliance. We propose
a secure localization solution to establish a strict distance and
angle relationship between the user and the appliance, which
we call the accessible zone. Since two-way ranging (TWR)
has been shown to be vulnerable under fake-timestamp at-
tacks [3], we propose a verified secure localization method
through a combination of angle-of-arrival (AoA), TWR, and
time-difference-of-arrival (TDoA) by multiple collaborative
trusted appliances. If every appliance included UWB radios,
any user with a UWB-enabled mobile phone (or watch) can
access the appliance from within the accessible zone.
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Today many existing commercial home automation so-
lutions require appliances to be connected to the manufac-
turer’s cloud service through an access point, and when a
registered user has the correct app on his phone, signed into
the manufacturer’s cloud service, it is possible to control the
connected smart appliance. However, the need for registra-
tion and cloud access severely reduces the user’s convenience
especially when operating publicly shared appliances that is
ad-hoc, on-the-fly by nature. To tackle this problem, we pro-
pose a novel protocol for communicating the appliance user
interface (UI) and the commands over UWB directly that can
be customized for different appliances. More specifically, we
propose a protocol that reliably transfers the UI in the XML
format, and we see an opportunity to re-use the existing Zig-
bee application layer services over the UWB, such as Zigbee
Cluster Library (ZCL), to fulfill the basic functionalities of
advertising types of services (e.g. on-off, timed operations),
informing appliance’s state, and controlling the appliance.

2 PROPOSED SOLUTIONS

At its core, we need to implement two functionalities: (i)
allow each appliance to be accessed only from the accessible
zone, and (ii) enable a customizable user interface protocol
for different applications.

2.1 Secure Localization

Single-node localization, where a single appliance can pre-
cisely locate the user’s phone, requires distance measure-
ments coupled with angle measurements which are pos-
sible by combining a two-way ranging (TWR) and phase-
difference-of-arrival (PDoA) approach. Decawave’s PDoA
system [4] provides us with both these functionalities and
we expect future appliances will have a similar UWB setup.
However, there is a problem in relying on the two-way
ranging measurements since the participating phone could
cheat about certain timing information in the packets to dras-
tically alter the measured distance. Usually, since the client
benefits from accurate localization, there is little incentive
in cheating on the timing information. However, for appli-
ance control, distance spoofing can be quite lucrative since it
would allow a malicious entity to access appliances from out-
side the accessible zone. These problems and some solutions
to those have been reported recently in other contexts [1-
3, 5]. A set of trust-able anchors (or other appliances) are
required to overhear the two-way ranging exchange and re-
port the timing of message reception to stop such a location
spoofing attack. We have discovered that the availability of
AoA and TDoA provides new capabilities that reduce the
number of trust-able anchors. Next, we first explore our op-
tions for obtaining the user’s location and then present our
innovations to prevent the user from spoofing.
TWR+AO0A: A single anchor can deduce the location of
a user using combined distance and angle information as
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Figure 1: Standard ranging + AoA based single-anchor
localization, and our innovation with an additional
anchor passively verifying the reported location with

TDoA+AoA.
shown in Figure 1. In a relatively small space spanning a few

meters, this method results in acceptable localization error
close to 10—20 cm. However, relying on the two-way ranging
protocol for the distance measurement is risky since the
tag could potentially alter its reported timestamps, thereby
changing its measured distance from the appliance.

AoA: An alternative arrangement is to use a helper anchor
(A2) that also performs angle of arrival measurements, with-
out reliance on the ranging measurements. AoA cannot be
spoofed by a single antenna mobile phone since it is mea-
sured locally and using passive methods. However, since
angle measurements are inherently noisy, when combining
two angle measurements, the accuracy drops marginally. Fur-
ther, this method creates a prominent “dead-spot” over the
line connecting the two anchors due to a degenerate case.
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Figure 2: Overhearing an ongoing TWR allows the A2

to deduce the TDoA. Adapted from UnSpoof [3].
TDoA: A third approach, inspired by the recent treatment in

UnSpoof [3], is for the second anchor to passively overhear
the TWR being performed between the first anchor and
the tag. Ignoring the spoof-able timings reported by the
tag, it is possible to derive the TDoA hyperbolic locus. We
have adapted Figure 2 from UnSpoof [3] here as Figure 2 for
completeness. The TDoA is then given by:
RAlR:L\z B RXzDAl (1)
Ra1 +Das

Combining TDoA and AoA: The arrangement combining
TDoA with the AoA from both anchors is shown in Figure 1.
We experimentally verify this method by setting up two
PDoA anchors (Decawave DW1002) and moving one tag
device (Decawave DW1000) to 12 locations shown in Fig. 3.
It shows that by combining TDoA and AoA which cannot be
spoofed by the fake-timestamp attack, the localization preci-
sion is slightly worse than but comparable to the TWR+AoA
solution which could be spoofed.
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Figure 3: Localization scatterplot and error CDF for 12
static tag locations.

We have seen above that using two PDoA anchors, po-
tentially embedded into two different appliances, the user’s
location can be verified without relying on any information
that the user can spoof. However, we obtain a higher pre-
cision location using AoA+TWR method and therefore, we
use a two-phased approach as presented in Figure 4. We
first calculate the reported location using the TWR+AoA
method. Then we verify whether this location is within a
small distance-bound from the location obtained by the pas-
sive AoA+TDoA+AoA method. If successfully verified, we
use the original TWR+AoA location with higher precision to
tell whether the user is inside the accessible region or not. If
the two methods do not agree on the tag’s location, a spoof-
ing tag is detected and an alarm is raised. Next, we discuss
how the appliance user interface and the control signals can
be communicated over UWB.
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Figure 4: Every tag-reported location is verified using
information from another trustworthy anchor.

2.2 Transferring Appliance Ul via UWB

After the user’s location has been verified relative to the ap-
pliance, the appliance Ul should be transferred to the smart-
phone and the appliance should await user input from the
smartphone. For graphical layout, Android allows render-
ing of an XML-based layout providing all the various UI
elements needed to show the variety of buttons, knobs, and
sliders, etc. on the phone’s screen. Therefore, an XML file
can be transferred over UWB and rendered on the mobile
device. The second aspect of Ul is the continuous interaction
between the appliance and the mobile device-some required
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XML file. The Zigbee application layer services can be

re-used over UWB for appliance control.
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services include (1) advertising the type of services that the
appliance support, (2) informing the status of the appliance,
(3) controlling the appliance. Interestingly, these function-
alities already exist in the Zigbee application layer services,
such as the ZCL, that can be re-used over UWB (see Figure 5).
A key innovation in this space is that a single generic app
can render the Ul of any appliance from any brand since the
appliances use a standard format to report the expected UL
We keep images and other large data items to a minimum in
this Ul data transfer to allow fast UI transfer to the smart-
phone. Figure 5 shows this data flow. When the user presses
a button on the phone, a small command worth a few bytes is
sent to the appliance over UWB. Sending entire microwave
Ul takes only a few hundred milliseconds in our tests.

3 CONCLUSIONS

We present a UWB-based solution for securely interfacing
with home and publicly-shared appliances. Leveraging UWB’s
precise localization capabilities, we propose an anti-spoofing
localization scheme that allow appliances to have finely-
defined accessible zone to prevent illegal access from attack-
ers, and a protocol enabling UI over direct UWB links.
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