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Outline..
Introduction to Inte rdom a in R outing
� B G P
P rob l e m s  a ris ing  f rom  b a ck b one  f a il ure s :
� D el ay ed  I nternet R ou ting  Conv erg enc e
� I nternet R ou ting  I nstab il ity
� R ou ting  l oops
T ool s  a v a il a b l e :
� R ou teV iew s
� Z eb ra L istener
� B G P  B eac ons
C oncl us ion



(3/ 43)

I nter d o m a in R o uting
O b j ec tiv e - Sel ec t th e b est path  tow ard s eac h  d estination th at is 
c om patib l e w ith  th e rou ting  pol ic ies of  th e transit A Ses w ith ou t 
k now ing  th e topol og y  of  th e transit A Ses

E x ternal  B G P  ( E B G P )  – ru n b etw een rou ters f rom  d if f erent A Ses.
I nternal  B G P  ( I B G P )  – ru n b etw een rou ters w ith in th e sam e A Ses.
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B o r d er  G a tew a y  P r o to c o l
P ath  v ec tor protoc ol ,  R u ns ov er T CP  ( port 1 7 9 ) ,  I nc rem ental ,  
U se Cl assl ess I nterd om ain R ou ting  ( CI D R ) ,  O nl y  b est-path

W h en a B G P  speak er rec eiv es u pd ates f rom  m u l tipl e A Ss th at 
d esc rib e d if f erent path s to th e sam e d estination,  it m u st c h oose
th e sing l e b est path  f or reac h ing  th at d estination. O nc e c h osen,
B G P  propag ates th e b est path  to its neig h b ors.

T h e d ec ision is b ased  on th e v al u e of  attrib u tes:

� AS Path

� N e x t H o p

� L o c al  Pr e f e r e n c e

� M u l ti -e x i t d i s c r i m i n ato r  ( M E D )

� O r i g i n

� O the r s …
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I m p o r ta nt B G P  A ttr ib utes
M inR oute A dv e r:  M inim um  inte rv a l  b e tw e e n s ucce s s iv e  
up da te s  s e nt to a  p e e r f or a  g iv e n p re f ix
� A l l ow  f or g reater ef f ic ienc y / pac k ing  of  u pd ates
� A nnou nc em ent R ate th rottl e

A S  P a th
� Seq u enc e of  
A S’s a rou te 
h as trav ersed

� U sed  f or l oop 
d etec tion
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I m p o r ta nt B G P  A ttr ib utes  ( c o ntd )
e B G P &  N e x t h op :  T o re a ch  a  ce rta in de s tina tion 
ne tw ork .  F or e B G P p e e rs ,  th e  ne x t-h op  a ddre s s  is  th e  
IP  a ddre s s  of  th e  conne ction b e tw e e n th e  p e e rs .

O rig in:  IG P  /  E G P  /  Incom p l e te
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I m p o r ta nt B G P  A ttr ib utes  ( c o ntd )
L oca l  P re f :  W h e n th e re  a re  m ul tip l e  p a th s  to th e  s a m e  
de s tina tion,  us e d to inf l ue nce  B G P  p a th  s e l e ction 
� L oc al  to A S
� U sed  to pref er an ex it point f rom  th e l oc al  A S
� P ath  w ith  h ig h est l oc al  pref erenc e w ins
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I m p o r ta nt B G P  A ttr ib utes  ( c o ntd )
M ul ti-e x it D is crim ina tor ( M E D )
� W h en th ere are m u l tipl e entry  points into th e A S,  u sed  to 
c onv ey  th e rel ativ e pref erenc e am ong  entry  points 

� A  su g g estion to an ex ternal  A S reg ard ing  th e pref erred  rou te 
into th e A S th at is ad v ertising  th e m etric

� A  l ow er M E D  v al u e is pref erred  ov er a h ig h er M E D  v al u e 
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U s ef ul D ef initio ns
R oute  R e p a ir:  A  p re v ious l y  f a il e d route  to a  ne tw ork  
p re f ix  is  a nnounce d a s  re a ch a b l e .
R oute  F a il ov e r:  A  route  is  im p l icitl y  w ith dra w n a nd 
re p l a ce d b y  a n a l te rna tiv e  route  w ith  dif f e re nt ne x t-
h op  or A S p a th to a  p re f ix  de s tina tion.
P ol icy  F l uctua tion:  A  route  is  im p l icitl y  w ith dra w n a nd 
re p l a ce d b y  a n a l te rna tiv e  route  w ith  dif f e re nt 
a ttrib ute s ,  b ut th e  s a m e  ne x t-h op  a nd A S p a th .  ( M E D ,  
e tc) .
P a th ol og ica l  R outing :  R e p e a te d w ith dra w n or 
dup l ica te  a nnounce m e nt th e  e x a ct s a m e  route .
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B G P  b ou nc ing  p rob l em

C. L a b o v i t z e t . a l ,  “ D e l a y e d  I n t e r n e t  r o u t i n g  c o n v e r g e n c e , ”  I E E E / A CM  T o N 2 0 0 1 .

T he  ab o v e  p r o b l e m  c an  b e  te m p e r e d  b y  ap p r o p r i ate  MinRouteAdver.  
An alternate method is to perform sender-side loop detec tion.
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BGP bouncing problem - M inR out eA d v er

C. L a b o v i t z e t . a l ,  “ D e l a y e d  I n t e r n e t  r o u t i n g  c o n v e r g e n c e , ”  I E E E / A CM  T o N 2 0 0 1 .

Applied only to announcements (at least according to 
B G P  R F C )
3 0 * (N -3 )  delay due to creation mutual dependencies.  
P rov ide proof  th at N -3  rounds necessarily created 
during b ounded B G P   M inR outeAdv er conv ergence
R ounds due to 
� Ambiguity in the BGP RFC and lack s ender s ide lo o p  
detectio n

� I nclus io n o f  BGP w ithdr aw als  w ith M inRo uteAdv er ( in 
v io latio n o f  RFC)  – Cis co  bug s o lv ed in I O S  2 0 0 0
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BGP bouncing problem – T h eorems

C. L a b o v i t z e t . a l ,  “ D e l a y e d  I n t e r n e t  r o u t i n g  c o n v e r g e n c e , ”  I E E E / A CM  T o N 2 0 0 1 .

Fo r  a co mp lete gr ap h o f  ‘ N ’  no des ,  O ( ( N -1 ) ! )  dis tinct p aths  ex is t 
to  r each a p ar ticular  des t.
W ith ado p tio n o f  M inRo uteAdv er ,  the lo w er  bo unds  o n 
co nv er gence f o r  BGP r eq uir es  at leas t ( N -3 )  r o unds .
Fo r  co mp lete gr ap hs  o f  s iz e N  ≤ 3  ,  BGP co nv er ges  w ithin a 
s ingle M inRo uteAdv er p er io d f o r  a r o ute w ithdr aw al
I f  lo o p  detectio n is  p er f o r med o n bo th the s ender  and r eceiv er  
s ide,  all dep endencies  w ill be dis co v er ed w ithin a s ingle r o und
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Experiment Methodology

C. L a b o v i t z e t . a l ,  “ D e l a y e d  I n t e r n e t  r o u t i n g  c o n v e r g e n c e , ”  I E E E / A CM  T o N 2 0 0 1 .

I nj ec ted ov er 2 5 0 , 0 0 0  rou ting  fau lts into g eog raphic ally  and 
topolog ic ally  distrib u ted peering  sessions ov er a tw o y ear period
M onitor impac t in tw o w ay s:

� Active – M o n ito r ed  en d -to -en d  p er f o r m a n ce

� P a s s ive – R o u teV iew s p r o b e w h ich  p eer ed  w ith  o ver  2 5  I S P s
Establish primary path and longer backup path
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Routing events injected

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

Tup:  A  n e w  r o ut e  i s  a d v e r t i s e d  (R e pr e s e n t s  r o ut e  
r e pa i r  t o o )
Td o w n :  A  r o ut e  i s  w i t h d r a w n  (i . e .  s i n g l e -h o m e d  
f a i l ur e )
Ts h o r t :  A d v e r t i s e  a  s h o r t e r / b e t t e r  A S P a t h (i . e .  pr i m a r y  
pa t h  r e pa i r e d )
Tl o n g :  A d v e r t i s e  a  l o n g e r / w o r s e  A S P a t h (i . e . pr i m a r y
r o ut e  f a i l ur e  a n d  f a i l o v e r )
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P a ssive - C onver gence f or  T up ,  T sh or t,  
T l ong a nd T dow n events

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

Observations:

� L ess than half  of  T dow n ev ents conv erge w ithin tw o minutes

� T up/ T short and T dow n/ T long f orm eq uiv alence classes

� L ong tailed distribution ( up to 1 5  minutes)

� I S P 1  alw ays had only 1  B G P  update
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P a ssive - C onver gence f or  T up ,  T sh or t,  
T l ong a nd T dow n events

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

R ou ting  c onverg enc e req u ires an ord er of  m ag nitu d e l ong er 
th an ex p ec ted  ( 1 0 s of  m inu tes)
R ou tes c onverg e m ore q u ic k l y  f ol l ow ing  T u p / R ep air th an 
T d ow n/ F ail u re events ( “ bad  new s travel s m ore sl ow l y ” )
C u riou sl y ,  w ith d raw al s ( T d ow n) g enerate several  tim es th e 
nu m ber of  u p d ates th an annou nc em ents ( T u p )
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P a ssive - C onver gence f or  T up ,  T sh or t,  
T l ong a nd T dow n events

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

3  min gap separates 8 0 %  of  I S P 1  conv erged ev ents f rom I S P 5
D ata show ed no correlation betw een conv ergence latency and 
geographical/ netw ork distance.  
I S P 3  in J apan conv erged f aster than I S P 5  in C anada.
I S P 1  – H ardly any EB G P  oscillations because it has shortest A S P ath
A lso:  N o temporal relationship w ith f ailov er latency ( C onv ergence delay 
and time of  day) .  H ence,  dependent on netw ork load and congestion.
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A ctive – E nd-to-end m ea sur em ents

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

B ased on 5 1 2  byte I C M P  echoes sent to 1 0 0  randomly chosen w ebsites 
ev ery second during the 1 0  minutes bef ore and af ter the f ault inj ection
T long/ T short ex hibit similar relationship as bef ore.  I n both,  latencies 
more than tripled f or the 3  mins f ollow ing the f ault.
F or T up,  8 0 %  w ebsites replied in 3 0  secs ( 1 0 0 %  bef ore 1  min)
D elayed conv ergence ex plains P ax son’ s observ ations.
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S um m a r y  of  D el a y ed Routing 
C onver gence

C .  L a b o vitz et.  a l ,  “ D el a y ed  I n ter n et r o u tin g  co n ver g en ce, ”  I E E E / AC M  T o N 2 0 0 1 .

P ath  vec tors rem ove th e c ou nt-to-inf inity  p robl em ,  bu t rou ting  
tabl e osc il l ations are ex p onential l y  ex ac erbated .  
T h e d el ay  in inter-d om ain p ath  f ail overs averag ed  3  m ins d u ring  
th e tw o y ears of  stu d y .
T h e th eoretic al  u p p er bou nd  on c om p u tational  states is O( N ! ) 
w ith  N  being  nu m ber of  A S .  T h e bou nd  is very  th eoretic al
L ow er bou nd  is Ω ( ( n-3 )* 3 0 ) sec s
P ac k et l oss g rew  by  a f ac tor of  3 0  and  l atenc y  by  f ac tor of  4  
( d u ring  p ath  restoral )
M inor c h ang es to vend or im p l em entations c ou l d  red u c e l ow er 
bou nd  to Ω ( 3 0 ) sec s
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E x p er im enta l  S tudy  of  I nter net S ta b il ity  -
M eth odol ogy
I nter-d om ain B G P  d ata c ol l ec tion 

R ou teV iew p robe : p artic ip ate in rem ote B G P  p eering  session.    
C ol l ec ted  9 G B  c om p l ete rou ting  tabl es of  3  m aj or I S P s in U S .
A bou t 5 5 , 0 0 0  rou te entries
E ac h  of  th e th ree I S P s u nd er test h ave vary ing  siz e,  arc h itec tu re 
and  transm ission tec h nol og y .

C .  L a b o vitz et.  a l ,  "  E x p er im en ta l  S tu d y  o f  I n ter n et S ta b il ity  a n d  B a ck b o n e
F a il u r es , ”  F T C S  1 9 9 9 .
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E x p er im enta l  S tudy  of  I nter net S ta b il ity  –
M eth odol ogy  ( contd)
I ntra-d om ain B G P  d ata c ol l ec tion 

M ed iu m  siz e reg ional  netw ork  --- M ic h N et B ac k bone.
C ontains 3 3  bac k bone rou ters w ith  several  h u nd red  c u stom er 
rou ters.

D ata f rom :
A  c entral iz ed  netw ork  m anag em ent station ( C N M S ) l og  d ata

� P ing ev ery router interf aces ev ery 1 0  minutes.  

� U sed to study f req uency and duration of  f ailures.
N etw ork  Op erations C enter ( N OC ) l og  d ata.

� C N M S  alerts lasting more than sev eral minutes.

� P rolonged degradation of  Q oS to customer sites.

� U sed to study netw ork f ailure category.
C .  L a b o vitz et.  a l ,  "  E x p er im en ta l  S tu d y  o f  I n ter n et S ta b il ity  a n d  B a ck b o n e

F a il u r es , ”  F T C S  1 9 9 9 .
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Inter-d o m a i n R o u te A v a i l a b i l i ty

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .

Default-fr ee r o ute av ai lab i li ty  i n  th e 1 0  m o n th  s tud y  p er i o d
O n ly  b etw een  3 0 -3 5 %  o f I S P 2  &  I S P 3   an d   2 5 %  o f r o utes  fr o m  I S P 1  
h ad  av ai lab i li ty  >  9 9 .9 9 %  o f s tud y  p er i o d
I S P 1  h ad  s i g n i fi c an tly  les s  av ai lab i li ty  ab o v e 9 9 .9 %  th an  o th er s .
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Inter-d o m a i n f a i l u re a na l y s i s

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .

More than 50% routes exhibit a Mean-T im e-to-F ail  ( MT T F )  ≥ 1 5 d ay s
B y  end  of  3 0 d ay s,  m ore than 7 5% of  routes had  f ail ed  atl east onc e
A l l  I S P s are sim il ar. R esul ts d iv erg e onl y  af ter 1 0d ay s.
( b)  f oc uses onl y  on p aths w ith bac k up
2 0% routes f rom  I S P 1  and  I S P 3 ,  5% f rom  I S P 2  d o not f ail ov er in 5 d ay s
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Inter-d o m a i n f a i l u re a na l y s i s  ( c o ntd )

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .

4 0% of  f ail ures rep aired  in und er 1 0 m ins. 6 0% rep aired  w ithin 3 0 m ins.
D em onstrates heav y -tail ed  d istributions af ter 3 0m ins,  w ith sl ow  
asy m p totic  g row th tow ard s 1 00%.
D uration c urv e f or I S P 1  rises at a sl ow er rate than MT T R  c urv e
I S P 1 ’ s l ow er av g MT T F  and  sl ow er MT T R  c ontribute to l ow er av ail abil ity
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Intra -d o m a i n f a i l u re a na l y s i s

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .

4 0% of  al l  interf ac es exp erienc ed  a f ail ure w ithin av erag e of  4 0 d ay s
5% f ail ed  w ithin a m ean tim e of  5 d ay s.
C ontrasting l y ,  B G P  inter-d om ain f ail ures oc c ur w ithin 3 0 d ay s. W hy ?
T he step s are c aused  m ainl y  bec ause of  sim ul taneous f ail ures.



(2 7 / 4 3 )

Failure analysis
The data is taken from M ic hN et N O C  l og  data.
M ost ou tag es w ere not rel ated to I P  b ac kb one infrastru c tu re.
M ost ou tag es w ere from c u stomer sites than b ac kb one nodes.

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .

Table1: Category and number of recorded outages Internet in MichNet. (11/97~11/98)
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Observation of availability of backbone 
Data is taken from CNMS monitor logs.
O v erall u p  time is 9 9 .0 %  for th e y ear.
F ailu re logs rev eal a nu mb er of p ersistent c irc u it or 
h ard w are fau lts rep eated ly  h ap p ened .
O p eration staffs said :  ( NO C log d ata h as no d u ration 
statistic s)
� Most backbone outages tend be on order of several minutes.
� C ustomer outages p ersist longer on order of several h ours.
� P ow er outages and h ardw are failure tend to be resolved 
w ith in 4  h ours.

� R outing p roblem last w ith in 2  h ours.
C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e

F a i l u r e s , ”  F T CS  1 9 9 9 .
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Summary of Experimental Study
Internet backbone has less availability and a lower meantime to f ailu re 
than the P u blic S witched T elep hone N etwork ( P S T N ).
M aj ority of  Internet backbone p aths have M T T F  ≤ 2 5  days,  and a 
M T T R  ≤ 2 0  mins.  
Internet backbones are rerou ted ( either du e to f ailu re or p olicy
chang es) on the averag e of  once every three days or less.
R ou ting  instability inside of  an au tonomou s network does not ex hibit 
the same daily and weekly cyclic trends as p reviou sly rep orted f or 
rou ting  between Inter p rovider backbones,  su g g esting  that most inter-
p rovider p ath f ailu res stem f rom cong estion collap se.
A  small f raction of  network p aths in the Internet contribu te 
disp rop ortionately to the nu mber of  long -term ou tag es and backbone 
u navailability.

C. L a b o v i t z e t . a l ,  "  E x p e r i m e n t a l  S t u d y  o f  I n t e r n e t  S t a b i l i t y  a n d  B a c k b o n e
F a i l u r e s , ”  F T CS  1 9 9 9 .
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Correlation between Routing Loops & 
B G P  U pd ates

Loops are caused by inconsistencies in state
� T ransient – B ecause of normal convergence. S h ort lived.
� P ersistent – B ecause of misconfiguration. L ast longer.
H ypoth esis:
� S trong correlation ex ists betw een routing loop s and B G P  up dates /  I S I S  up date

T ech niq ue:
� R obust loop  detection sch eme
� Match ing tech niq ue to associate loop s w ith  up dates
� A p p ly  and confirm in S p rint backbone

D iscusses th e f actors inf l uencing  l oop path  l eng th s
A . S r i d h a r a n ,  e t . a l ,  " O n  t h e  Co r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g

L o o p s , "  I M C 2 0 0 3 .
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I llus tration of R outing  L oops

B G P  U pdate I S I S  F ail ure
A . S r i d h a r a n ,  e t . a l ,  " O n  t h e  Co r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g

L o o p s , "  I M C 2 0 0 3 .
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I dentifying  routing  loops

A . S r i d h a r a n ,  e t . a l ,  " O n  t h e  Co r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C 2 0 0 3 .

P acket loop  is u niq u e f or each p acket
S tep  1 :  P acket traces collected in S p rint backbone throu g h IP M O N
machines in variou s P oP s
S tep  2 :  H ash p ackets into dif f erent hash bu ckets and ex amine each 
bu cket to see if  there are identical ( Ig nore T T L  and IP  checksu m)
S tep  3 :  S o as not to ig nore loop s that sp an hash bu cket bou ndaries,  
they maintain a history of  all loop s that are within 5 0 0  ms of  the 
cu rrent hash bu cket bou ndary and check ag ainst that f irst.
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M atc h ing  B G P  U pdate
1 . W e determine if  any p acket loop  is p otentially imp acted by a B G P

u p date throu g h a long est p ref ix  match f or the destination address of  
the p acket loop  on the set of  advertised and/ or withdrawn rou tes in 
the u p date.

2 . N ex t we determine if  the B G P  u p date lies in the temp oral vicinity of  the 
loop .  T his was set to a valu e of  2  minu tes.  

3 . If  both p reviou s conditions are satisf ied,  then we ex amined any 
chang e in the cu rrent nex t hop  or A S  p ath of  the destination p ref ix  by 
f eeding  the u p date to a Z ebra rou ter which emu lates the B G P  decision 
p rocess.  

4 . If  the f irst 2  conditions are satisf ied and a chang e in nex t hop or A S  
P ath is detected we conj ectu re that the loop  was cau sed by this 
u p date.  

A . S r i d h a r a n ,  e t . a l ,  " O n  t h e  Co r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C 2 0 0 3 .
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C onditions  for I SI S L oops

A . S r i d h a r a n ,  e t . a l ,  " O n  t h e  Co r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C 2 0 0 3 .

Need to define necessary and sufficient conditions

C ondition 1 :  A  necessary condition is th e ch ang e in th e forw arding  
path of the ingress node of the observed link possessing loop.

C ondition 2 :  E ither c ase m u st hold

� Case 1: The observation node has updated its path but a set of 
nodes on the new  path,  that w ere orig inal l y  pointing  to the 
observation node at tim e t,  have not y et updated their paths in 
response to the c hang e

� Case 2 : S im il ar to Case 1,  but here the observation node is y et to 
update.

A  B G P  u pdate c an c hange the egress rou ter. H enc e,  that m u st not 
be c onfu sed w ith a I S I S  event.
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Experiments & Results - I S I S
None of the loops could be correlated with an ISIS 
ev ent

R eason:  
� Multiple forwarding paths supported by ISIS causes 

im m ediate switchov er
� A lso ISIS uses com plete topology to com pute paths.

C onseq uence:  C onv erg ence tim e of ISIS is 
im m aterial

A. S r i d h a r a n ,  e t . a l ,  " O n  t h e  C o r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C  2 0 0 3 .
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Experiments & Results - B G P

A s can be seen from  the table,  for m ost traces we were able to 
account for m ore than half the loops,  as either identifiable with 
a B G P  ev ent or persistent ( &  unidentifiable with a B G P  ev ent)
N ote:

� The first potential  fac tor is the presenc e of l oops that are 
persistent in nature and orig inate before the trac e c ol l ec tion.  

� N Y C-2 5  assoc iated al l  persistent l oops w ith B G P ,  w hil e N Y C-2 4  
and N Y C-2 3  did not have any  persistent l oops

A. S r i d h a r a n ,  e t . a l ,  " O n  t h e  C o r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C  2 0 0 3 .
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Experiments & Results – B G P  ( c o ntd )
� It is possible that some of the 
c han g es happen ed  ex ter n al to 
the S pr in t n etw or k .  
( par tic u lar ly  for  N Y C -2 3 ) .  T his 
br in g s in  the g eog r aphic al 
sig n ific an c e.  W id er  d estin ation  
d istr ibu tion  may  lead  to poor er  
matc hin g  r atios.

A. S r i d h a r a n ,  e t . a l ,  " O n  t h e  C o r r e l a t i o n  b e t w e e n  R o u t e  D y n a m i c s  a n d  R o u t i n g
L o o p s , "  I M C  2 0 0 3 .
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BGP Beacons
BGP Beacons refer to a publicly documented prefix 
h av ing  g lobal v isibility and a publish ed sch edule for 
announcements and w ith draw als.  
T h ere are currently tw o g roups of Beacons:

Z . M a o  e t . a l ,  " B G P  B e a c o n s , "  I M C  2 0 0 3 .

PSG
U s e s  1 9 8 . 1 3 3 . 2 0 6 . 0 / 2 4 ,  
1 9 2 . 1 3 5 . 1 8 3 . 0 / 2 4 ,  2 0 3 . 1 0 . 6 3 . 0 / 2 4  
w i t h  p e r i o d  o f  t w o  h o u r s  a n d  
1 9 8 . 3 2 . 7 . 0 / 2 4  o f  v a r i a b l e  p e r i o d
H a v e  t i m e s t a m p s ,  s e q u e n c e  
n u m b e r s  a n d  a n c h o r  p r e f i x e s

I s  n o t

R I PE
U s e s  1 9 5 . 8 0 . 2 2 4 . 0 / 2 4  t h r o u g h  
1 9 5 . 8 0 . 2 3 2 . 0 / 2 4  w i t h  p e r i o d  o f  2  
h r s .

D o e s  n o t

A s s o c i a t e d  w i t h  B GP r o u t i n g  
m o n i t o r s
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Data cleaning & Signal Identification

Z . M a o  e t . a l ,  " B G P  B e a c o n s , "  I M C  2 0 0 3 .
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D at a cl eani ng  ( cont d )

Z . M a o  e t . a l ,  " B G P  B e a c o n s , "  I M C  2 0 0 3 .

L ess th an 5 %  of th e sig nals h av e been deleted after 
cleaning .  T h e sig nal leng th  seems to be almost th e 
same.
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C i sco V s J u ni p er
Juniper routers send 25% more updates, has a similar update 
duration and a smaller av erag e inter-arriv al time f or update.
T he numb er of  short inter-arriv al times is hig her f or Juniper.
S ig nal leng th isn’ t c orrelated to S ig nal duration f or Juniper as
the rate limiting  alg orithm allow s updates sent in b urst.
C isc o sig nal duration are multiples of  3 0  sec s.  W hile Juniper has 
a spread out.  ( N ote:  A nnounc ement duration <  W ithdraw al 
duration)
C isc o is more ag g ressiv e than Juniper in route suppression

Z . M a o  e t . a l ,  " B G P  B e a c o n s , "  I M C  2 0 0 3 .
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S u m m ar y  of  BGP Beacons
U sing  the B eac ons f or B G P  c onv erg enc e analy sis:

T hey  are y et to use R I P E  B eac ons
A  model c ould b e c onstruc ted to mak e use of  all B G P  attrib utes.

Z . M a o  e t . a l ,  " B G P  B e a c o n s , "  I M C  2 0 0 3 .
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R ef er ences
1 . C r a i g  L a b o v i t z ,  A b h a A h u j a ,  F a r n a m Jahanian,  “ E x p e r im e nt al  S t u d y  o f  

I nt e r ne t  S t ab il it y  and  B ac k b o ne  F ail u r e s , ”  F T C S  1 9 9 9 .
2. C r aig  L ab o v it z ,  A b ha A hu j a,  A b hij it B o s e ,  F ar nam Jahanian “ D e l ay e d  

I nt e r ne t  r o u t ing  c o nv e r g e nc e , ”  I E E E / A C M  T r ans ac t io ns  o n N e t w o r k ing ,  
p p  2 9 3 -3 0 6  ( 2 0 0 1 )  

3 . C r aig  L ab o v it z ,  G .  R o b e r t  M al an,  F ar nam Jahanian,  “ O r ig ins  o f  I nt e r ne t  
R o u t ing  I ns t ab il it y , ”   I N F O C O M  1 9 9 9 ,  p p  2 1 8 -2 2 6 .

4 . C r aig  L ab o v it z ,  G .  R o b e r t  M al an,  F ar nam Jahanian,  “ I nt e r ne t  r o u t ing  
ins t ab il it y , ”  I E E E / A C M  T r ans ac t io ns  o n N e t w o r k ing ,  p p  5 1 5 -5 2 8  ( 1 9 9 8 )  

5 . A s hw in S r id har an,  S u e .  B .  M o o n,  C .  D io t ,  " O n t he  C o r r e l at io n b e t w e e n 
R o u t e  D y nam ic s  and  R o u t ing  L o o p s , "  P r o c e e d ing s  o f  I M C  2 0 0 3 .

6 . Z hu o q ing M ao ,  R and y  B u s h,  T im o t hy  G r if f in,  M at t he w  R o u g han,  " B G P  
B e ac o ns , "  P r o c e e d ing s  o f  I M C  2 0 0 3 .


