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Abstract
In various industries, cybersecurity regulations have been enacted
in an effort to drive improvements to organizational security pos-
tures. Despite the prominent influence of these regulations, there
has been limited prior investigation of how organizations engage
with these regulations and the challenges that they face. Assessing
these factors is vital for understanding the impact of cybersecurity
regulations in practice and how to enhance them moving forward.

In this paper, we take a step towards filling this gap by investi-
gating in depth the mature cybersecurity standard regulating the
US electric power industry, NERC CIP (North American Electric
Reliability Corporation Critical Infrastructure Protection), manda-
tory across the industry for the past 15 years. Seeking to improve
this existing regulation, we assess the challenges with how this reg-
ulation is developed, adopted, and audited, and provide directions
for improvement. Given the human-centric nature of regulation
compliance, we do so by conducting in-depth semi-structured inter-
views with a diverse set of industry professionals who have direct
experience with the regulation. While this standard is specific to the
US energy sector, the challenges and insights uncovered through
this qualitative exploration have broader lessons on how regula-
tory frameworks shape the security of various other industries.
Our study reveals varied issues that can arise with a cybersecu-
rity regulation, such as with the standard’s specificity, burdensome
compliance documentation, auditing subjectivity and inconsistency,
and development processes that result in outdated guidelines. These
findings in turn shed light on promising directions for policymakers,
industry stakeholders, and regulatory bodies to improve cyberse-
curity regulations and their compliance.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Social and professional topics → Governmental regulations;
• Hardware→ Power and energy.
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1 Introduction
Across various industries, from finance to health to critical infras-
tructure, cybersecurity regulations have been enacted that prescribe
how organizations should manage security and privacy.While there
may be debate about whether such regulations ultimately lead to
net positive improvements in an organization’s security posture,
what is clear is that these standards heavily impact organizational
decisions, including how organizations approach risk management,
allocate resources, and implement security policies.

Despite the significant role that regulations play in organiza-
tional security operations, there has been limited investigation
of how organizations engage with regulatory requirements and
the challenges they face. Prior studies have studied such regula-
tions, focusing on specific aspects such as what organizations do to
complement compliance mandates [58] and assessing the require-
ments themselves [57]. However, prior work has not examined the
regulatory lifecycle holistically—from standards development to
implementation and auditing—missing the interconnections and
challenges that span across these stages. A fragmented view of
any single stage may overlook upstream or downstream issues that
influence compliance in practice. Understanding the full lifecycle is
essential for identifying opportunities to enhance regulations and
their compliance moving forward.

In this work, we take a step towards filling this gap through a
case study deeply investigating the challenges faced by the stake-
holders involved with a prominent cybersecurity regulation: NERC
CIP (North American Electric Reliability Corporation Critical In-
frastructure Protection) [42]. We focus on this particular standard
as: 1) it regulates the cybersecurity operations of the entire US
electric power sector, a nearly $500 billion industry [67] that the
US government considers a critical infrastructure sector [16] due
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to society’s heavy dependence on its continued operation, and 2) it
is a mature regulation, having been mandatory across the industry
for the past 15 years [44]. Despite centering our study on a specific
standard, we explore generalizable properties and challenges of
cybersecurity regulations, to synthesize insights and lessons that
can apply to such regulations broadly across other contexts.

Note that power utilities widely acknowledged the importance
of regulatory requirements, seeing it essential to provide baseline
security to critical infrastructures [37, 54]. However, challenges re-
lated to it are widely discussed within the industry [5, 47, 53]. In this
paper, we examine issues that arise throughout the entire lifecycle
of regulation compliance, from the standard’s development to its
implementation to auditing, to identify constructive improvements.
Our research aims to answer four primary questions aligning with
those lifecycle stages:

RQ1.What are the main challenges in implementing and com-
plying with NERC CIP standards?

RQ2. What are the main challenges in auditing processes of
NERC CIP standards?

RQ3. What are the main challenges in the NERC CIP standards
development process?

RQ4.What improvements can be made to implementation, audit-
ing, and development of NERC CIP standards to enhance efficacy?

Given the human-centric nature of the regulation lifecycle, we
conduct our evaluation through in-depth semi-structured inter-
views with industry professionals who have directly engaged with
the regulation. Our participants span diverse roles across all three
lifecycle stages, affording a holistic investigation.

Our qualitative analysis uncovers significant challenges through-
out a regulation’s development, implementation, and auditing. Dur-
ing development, we identify process constraints that result in
requirements that lag modern needs or cater to a subset of stake-
holders. Implementation challenges include issues interpreting reg-
ulatory requirements as well as significant overhead required for
proving compliance. Meanwhile, audits can engender substantial
friction between regulatory stakeholders, especially due to sub-
jectivity, inconsistency, and conflict of interest during the audit
process. From these difficulties, as well as suggestions on improve-
ments by our participants, we identify directions for enhancing
regulatory requirements and compliance.

Ultimately, our study offers a systematic investigation into the
challenges encountered when engaging with a particularly im-
pactful cybersecurity regulation. Through this analysis, we provide
concrete, stakeholder-informed recommendations for improving cy-
bersecurity regulationsmore broadly. As NERCCIP serves as a foun-
dational framework for grid cybersecurity, our work is motivated
to further improve it. We emphasize targeted refinements—many
drawn directly from practitioner experience—that can strengthen
implementation and auditing while preserving the standard’s core
intent. Our goal is to guide regulators and utilities toward feasible,
actionable enhancements and to advance the role of cybersecurity
regulations in shaping operational security.

2 Background on NERC CIP
The North American Electric Reliability Corporation (NERC) Criti-
cal Infrastructure Protection (CIP) standards [42] are a set of manda-
tory cybersecurity regulations that aim to secure the Bulk Electric
System (BES) in North America. Originally established as a vol-
untary organization following the 1965 Northeast blackout in the
United States [44], NERC was later empowered by the U.S. Energy
Policy Act of 2005 to develop enforceable reliability and security
standards. These standards became mandatory in 2008 and are
enforced through oversight by regional entities and penalties for
non-compliance.

NERC CIP consists of 14 interrelated standards (CIP-002 through
CIP-015), each targeting different aspects of cybersecurity and phys-
ical protection. The scope of these standards ranges from identify-
ing and categorizing critical cyber assets (CIP-002), to personnel
training (CIP-004), perimeter security (CIP-005), system security
management (CIP-007), incident response (CIP-008), configuration
change management (CIP-010), and supply chain risk management
(CIP-013). For example, CIP-005 governs network security perime-
ters and access control for systems that communicate externally,
while CIP-007 mandates patch management, antivirus protections,
and logging for devices. These standards collectively define baseline
security expectations for utilities operating within the BES.

Importantly, NERC CIP is tailored to operational technology
(OT) environments, where cybersecurity must address both dig-
ital systems and the physical infrastructure they control. Unlike
traditional IT systems, OT environments involve real-time control
of industrial processes, making the consequences of a cyber com-
promise potentially catastrophic [62]. OT cybersecurity involves a
hybrid of physical safeguards (e.g., access to control centers) and
digital measures (e.g., authentication), adding layers of complexity
to implementation and compliance [66].

Oversight of the CIP standards is an ongoing and iterative pro-
cess. FERC (Federal Energy Regulatory Commission) plays a critical
role by reviewing and approving NERC-proposed standards, issu-
ing directives, and occasionally mandating revisions in response
to national security concerns or lessons from cybersecurity inci-
dents. This governance structure enables regulatory adaptation
while preserving industry participation through NERC’s standards
development process. However, the regulatory framework reflects
a consensus-driven model, which may result in incremental rather
than rapid changes to address emerging risks.

The NERC CIP lifecycle comprises three main stages, as illus-
trated in Figure 1: compliance, auditing, and standards development.
Compliance involves utilities interpreting and implementing the
standards, maintaining documentation, and reporting qualifying
cybersecurity incidents. Auditing encompasses the preparation for
and execution of compliance assessments by regional entities. Stan-
dards development is an industry-driven process through which
NERC proposes updates to FERC for approval. This paper examines
stakeholder challenges across these stages and offers insights to
improve regulatory implementation and policy effectiveness for
implementers, auditors, and standards drafters alike.
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Figure 1: The NERC CIP lifecycle examined through our
study.

3 Related Work
Here, we provide an overview of prior work related to our study,
including those applying similar study methods or investigating
similar topics (particularly cybersecurity regulations).

User Studies of Cybersecurity Professionals. Recently, secu-
rity researchers have increasingly studied the experiences and per-
spectives of cybersecurity professionals. For instance, Armstrong
et al. and others [3, 7, 8, 22] explored expert views on cybersecurity
challenges and the role of knowledge in overcoming them. Similarly,
Ion et al. and others [33, 39, 61, 63] examined the perception and
implementation of security practices across sectors, while Votipkat
et al. and others [71, 72, 75] studied the behaviors and skills of hack-
ers and security experts. These works highlight ways to enhance
cybersecurity experts’ management of security and privacy tasks.

Investigating the Security of Critical Infrastructures Previ-
ous research has focused on the security of critical infrastructures,
highlighting their vulnerability to cyber-attacks and the role of hu-
man factors. For example, Singer et al. [55] and Gallardo et al. [26]
examined the perspectives of professionals in the electric power
grid sector. Singer et al. [55] explored potential attack vectors and
the outcomes resulting from incorrect grid modeling, while Gal-
lardo et al. [26] explored how differing motivations and skills of
computer security and energy operations professionals influence
grid management. Their findings emphasized the value of collabora-
tion between these professionals to enhance grid security. However,
they do not specifically consider the integration and impact of reg-
ulatory standards like NERC CIP, which is the focus of our study.

Role of Cybersecurity Regulations. Several recent studies
have specifically investigated the role that cybersecurity standards
and guidelines play in security operations. For example, Stevens et
al. [59] analyzed the NIST playbook for incident response, offering

practical guidelines for organizations to prepare for, respond to,
and recover from cybersecurity incidents.

Stevens et al. [57] manually analyzed the requirements from
three cybersecurity standards, finding 148 potential issues. They
confirmed 49 of these through consultations with industry experts.
This study focused on auditing the standards’ requirements, rather
than how stakeholders engage with the requirements in practice.
The most closely related study to our work is by Stevens et al. [58],
which investigates additional steps organizations take to enhance
security beyond compliance. They identify challenges faced by
organizations across six sectors, including education and IT, as they
aim to exceed basic compliance requirements.

Fischer et al. [24] explored the challenges of standardizing and
adopting cryptography. They highlighted how cumbersome stan-
dardization processes discourage implementer participation and
slow progress. They discuss conflicting interests among stakehold-
ers, including corporate and governmental pressures, which can
compromise security outcomes. Additionally, the lack of investment
in standard development creates flaws and adoption barriers, while
communication gaps between academics and engineers lead to
misunderstandings and vulnerabilities. Overall, prior studies have
provided valuable insights into cybersecurity regulations. However,
our study expands upon this literature by investigating the stan-
dards compliance lifecycle holistically, identifying the challenges
at each stage, grounded in the experiences and perspectives of
stakeholders who have extensively engaged with a standard.

IT Security Certifications. Prior research highlights the role of
IT security certifications—both organizational (e.g., ISO/IEC 27001)
and individual (e.g., CISSP)—in enhancing cybersecurity posture
and governance. ISO/IEC 27001 has been shown to improve risk
management, regulatory compliance, and strategic alignment with
business goals [34, 49]. Folorunso et al.[25] confirm these bene-
fits but also note the challenges of resource demands and ongoing
maintenance. Certifications contribute to professional development
and compliance readiness when embedded in organizational learn-
ing structures [74]. Still, researchers warn against over-reliance on
checklist-style compliance, advocating for more adaptive, human-
centric security practices [38, 77]. Overall, certifications offer a foun-
dational framework, but their effectiveness depends on sustained
integration with evolving threats and organizational capabilities.

Evaluations of NERC CIP. Several studies have examined the
effectiveness of NERC CIP standards in enhancing cybersecurity
for the U.S. power grid. Ginsberg et al. [15] provided a foundational
analysis, finding that NERC CIP standards mitigated many cyber
risks, improved grid preparedness, and provided baseline security
to energy grids. Ladendorff et al. [36] supported the view that CIP
standards have fostered a baseline security culture across utili-
ties, with improved procedural controls and heightened awareness.
However, critiques persisted around the tendency for organizations
to treat CIP as a “check-the-box” compliance exercise, potentially
diverting attention from more proactive risk reduction efforts [45].
The implementation process of CIP, described as a co-production
between regulators and industry stakeholders, helped bridge the
IT-OT divide, but tensions remain between security mandates and
operational feasibility [56]. Overall, the literature acknowledged
that CIP has brought awareness and baseline security practices, but
emphasizes the need for improvements in the standards. In this
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study, we examined how the framework could be further improved,
focusing on challenges and gaps based on firsthand experiences of
those engaged in compliance, auditing, and implementation.

4 Methodology
NERC CIP is a well-known, well-established, and mature cyberse-
curity standard as discussed Sections 1 and 2, and its importance on
security is acknowledged by our participants (in Section 5). Thus,
in this study, we explore the challenges experienced by stakehold-
ers throughout the lifecycle of regulatory compliance to uncover
potential areas for improvement in standard development, standard
understanding and implementation, and the associated audit pro-
cesses to enhance regulatory compliance. Our research focuses on
four primary research questions listed in Section 1.

To address research questions, we conducted a qualitative study
involving professionals in the power sector who have directly au-
dited, implemented, or developed standards. Our study included
semi-structured interviews with 22 professionals. The interview
structure remained unchanged throughout the interviews. Each
participant’s interview questions were tailored (removing irrele-
vant questions based on participants’ roles/experiences) to their
specific expertise, ensuring relevance and depth. This approach
ensured consistency across all interviews. Our findings allowed us
to identify weaknesses in the standards and insights into potential
improvements to the compliance process in practice.

4.1 Recruitment
Recruiting security-related professionals for qualitative studies is
challenging, as noted in prior work [60, 64]. Our study required
participants with real-world experience in power utilities, specifi-
cally those who have directly audited, implemented, or developed
standards. Consequently, our pool of prospective study candidates
was a small subset of energy sector professionals. Participants must
also be at least 18 years old and reside in the United States.

To recruit such professionals, we created advertisement posters
and text blurbs providing information about our study and its
goals. From May 2024 through July 2024, we distributed the posters
and blurbs through a diverse set of communication channels, in-
cluding LinkedIn and several emailing groups serving power grid
administrators. Finally, we reached out through personal social
networks. For anyone we engaged with during the recruiting pro-
cess, including those who did not ultimately participate in our
study, we employed snowball sampling [28] by requesting that
they share our study information with others who may be rel-
evant. Through our recruiting effort, we interviewed 22 profes-
sionals. This sample size is commensurate with similar qualitative
studies of administrators, developers, and other specialized popu-
lations [9, 11, 12, 14, 32, 50, 52, 65]. Our analysis reached thematic
saturation after the 14th interview, indicating that our data collec-
tion was appropriately scaled.

Compensation. Offering monetary compensation to research
participants is ethically complex and context-dependent. While it
is important to acknowledge participants’ time and effort, ethical
principles like Respect for Persons emphasize voluntary partici-
pation free from coercion. In high-income populations, offering
substantial incentives may attract those primarily motivated by

money, potentially skewing the sample. For these groups, omit-
ting monetary compensation can encourage participation driven
by intrinsic motivation or altruism, which may enhance data qual-
ity. Many studies [1, 2, 19, 20, 27, 29–31, 52, 70] have relied on
such motivations. Nonetheless, researchers should still recognize
contributions through non-monetary means, such as reimbursing
expenses, sharing results, or formally acknowledging participation.
In this study, we honored participants’ time and insights by sharing
our findings, but no monetary compensation was offered.

Pilot Participants. To evaluate the quality and clarity of our in-
terview guide( Section 4.2), we initially conducted a pilot study with
our first three participants. During this phase, we closely monitored
the relevance and consistency of participant responses and actively
solicited feedback on the structure and flow of our questions. After
the pilot, we made minor adjustments to the protocol by removing
a few redundant questions. However, the core structure, content,
and intended insights of the interview guide remained intact. The
final protocol was used for all subsequent interviews. As the pilot
data aligned with the revised guide and mirrored later responses,
we included pilot participants in the final study sample.

4.2 Semi-Structured Interview
We conducted semi-structured interviews with individuals who
worked in the energy sector to discuss their experiences imple-
menting, auditing, or developing the standards. To address our first
research question (RQ1), we asked participants about how they
handle compliance and challenges at each of the following stages:
1) Planning Phase, 2) Implementation Phase, 3) Incident Reporting,
and 4) Improvement Suggestions. For our second research question
(RQ2), we inquired about participants’ experiences with the NERC
CIP audit process, including: 1) Audit Preparation, 2) Auditing,
3) Penalties & Rewards, 4) Improvement suggestions. For our third
research question (RQ3), we examined participants’ experiences
with the standards development process, including: 1) Standards
development process, 2) Improvement suggestions.

The interview guide consisted of 22 potential questions (avail-
able at [51]). As our interviews were semi-structured, the inter-
viewer adjusted the questions asked and made follow-up inquiries
as necessary. To minimize organizational bias, we designed the
interview questions to focus on participants’ professional expe-
riences rather than on their specific organizations. We explicitly
encouraged participants to reflect on their personal expertise across
roles—including implementation, auditing, and particularly stan-
dard development, where many participants had served in multiple
capacities. From May 2024 to July 2024, we conducted interviews
with 22 suitable participants. (As discussed in Section 4.1, we used
the first three participants for a pilot study, and included their col-
lected data as we did not identify consequential changes to our
study instruments.) One researcher conducted all interviews for
consistency. The interviews were conducted and recorded using an
online video conference platform, lasting an hour on average.

4.3 Data Analysis
We transcribed all recorded interviews and analyzed the data using
inductive thematic analysis [13]. First, coders read the interviews
to get familiar with the data. Then, for each section of the interview,
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ID Edu. Yrs. Auditor Impl. Conslt. Drafter
P1 Ph.D. 10 - - ✓ ✓
P2 M.S. 13 - ✓ - ✓
P3 M.S. 17 ✓ ✓ - ✓
P4 A.S 15 - ✓ - -
P5 B.S. 15 - ✓ - ✓
P6 A.S. 20 - - ✓ -
P7 M.S. 15 ✓ ✓ - ✓
P8 M.S. 10 - ✓ - -
P9 M.S. 15 - ✓ - ✓
P10 M.S. 11 - ✓ ✓ -
P11 B.S. 10 - ✓ - -
P12 M.S. 13 ✓ ✓ - -
P13 A.S. 20 - ✓ ✓ ✓
P14 Ph.D. 20 ✓ - ✓ ✓
P15 Ph.D. 5 - ✓ - -
P16 M.S. 18 ✓ ✓ ✓ ✓
P17 M.S. 21 - ✓ ✓ -
P18 A.S. 15 ✓ ✓ - ✓
P19 M.S. 12 - ✓ ✓ -
P20 A.S. 16 - ✓ - ✓
P21 M.S 20 ✓ ✓ ✓ -
P22 A.S. 17 ✓ ✓ ✓ -

Table 1: Summary of participant demographics. All were
male except P13. All participants had primary roles related
to NERC CIP, falling into four groups: 1. Auditors, 2. Im-
plementers (Impl), 3. Consultants (Conslt), and 4. Standard
Drafters (Drafter). (Yrs = Years of Experience with NERCCIP)

two researchers independently developed a set of codes across par-
ticipant responses and met to finalize a codebook. Both researchers
then independently coded all participant responses using the final-
ized codebook (available at [51]). To evaluate the consistency of the
coding process, we calculated the Kupper-Hafner inter-rater relia-
bility scores [35] (other scoring calculations are less suitable when
multiple codes are assigned per response [6]), finding an average
agreement of 0.91, indicative of highly consistent coding. The two
researchers then converged on the final codes for each response.
Finally, coders generate initial themes, which are the central orga-
nizing concepts. Our diverse research team spans Cyber-Physical
Systems (CPS), CPS security, and usable security, met to discuss
disagreements and ensure alignment with the resulting themes.
This interdisciplinary expertise allowed us to analyze regulatory
challenges both from a technical standpoint and a human-centered
viewpoint while generating themes. In Sections 5 to 7, we list the
primary themes identified with bolded paragraph labels.

4.4 Participants
Our study consists of 22 U.S.-based participants, all of whom held
primary roles directly tied to the NERC CIP cybersecurity lifecycle.
Recruitment focused specifically on stakeholders with firsthand
expertise in at least one of three key lifecycle stages: standards de-
velopment, implementation, or auditing. This targeted recruitment
ensured that all participants were qualified to speak to the practical
realities of power grid cybersecurity under NERC CIP.

Participants were categorized into fourmain role groups: (1) Stan-
dards Drafters (Drafter), who are involved in drafting NERC CIP
standards and requirements; (2) Auditors (Audt), who assess com-
pliance at utilities through documentation reviews, site visits, and
interviews; (3) Implementers (Impl), typically utility personnel re-
sponsible for interpreting and applying CIP requirements within
operational environments; and (4) Consultants (Conslt), who advise
utilities on how to achieve and demonstrate compliance. Role ab-
breviations are used throughout the paper, particularly to indicate
the participants’ roles in the Sections 5 to 7.

Recruitment efforts were primarily focused on U.S. stakeholders
due to the research team’s stronger professional network within the
U.S. energy sector, which enabledmore direct access to qualified par-
ticipants familiar with NERC CIP. Our sample is male-dominated,
with only one female participant, a distribution that reflects the
broader structural gender imbalance in the energy and industrial
control systems sectors. Female electrical engineers and electricians
represent 3.75% and 2.16% of the workforce respectively [73]. While
gender diversity remains a challenge across the field, this imbal-
ance also influenced our participant demographics. All participants
had some level of higher education: 6 held associate degrees, 2 had
bachelor’s degrees, and 14 had graduate degrees. On average, par-
ticipants had 15 years of experience working with standards, with
a range of 5 to 21 years. Table 1 provides an overview of participant
demographics and professional backgrounds.

4.5 Limitations
Like many interview-based qualitative studies, our research has
inherent limitations, including the potential for social desirability
bias—participants may present responses they think are socially
acceptable due to the sensitive nature of security and privacy top-
ics. To address this, we implemented several mitigation strategies:
assuring participants of the anonymity of their input, fostering a
neutral and supportive interview atmosphere, and clarifying that
all perspectives on regulatory standards—whether positive or nega-
tive—were equally welcome. These approaches aimed to promote
honest and genuine responses.

Participants were primarily recruited through purposive sam-
pling, drawing from professional networks within the energy sector,
resulting in a sample mainly composed of U.S.-based professionals.
This may limit the applicability of our findings to international
contexts. Additionally, the participant pool was predominantly
male, despite efforts to include individuals with varying levels of
education and experience. While this limitation impacts the gener-
alizability of our findings, it is suitable for our study’s exploratory
objectives. Future investigations could benefit from expanding to
more diverse and international populations, possibly integrating
larger-scale quantitative analysis.

While our sample includes broad representation across all roles
involved in compliance, the majority of participants have stronger
implementer experience, which may skew the findings toward the
implementers’ perspective.

Participants were not financially compensated. We discussed our
decision influences in Section 4.1 under the Compensation subtitle.
As a benefit to our participants, we shared our findings with them.
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Finally, recruitment presented some challenges due to the tar-
geted nature of the participant group, focusing on industry experts
involved in cybersecurity compliance and standards development.
While the sample sizewas sufficient to reach thematic saturation, en-
abling robust qualitative analysis, the findings should be interpreted
as illustrative rather than representative of broader population
trends. Similar studies focusing on administrators have also been
conducted with comparable sample sizes [9, 11, 12, 14, 32, 50, 52, 65].

4.6 Ethical Considerations
Our study was approved by our university’s Institutional Review
Board (IRB). We obtained consent for the study and informed partic-
ipants that they need not answer questions they were not comfort-
able with and could halt participation at any time. We also informed
the participants and obtained approval to record the interviews.
Our regulations require data and research records to be stored for
a minimum of three years. All collected data was anonymized and
stored securely, with access restricted to our research team.

5 Compliance
Note that our questions allowed participants to identify challenges
related to standards only if they experienced them. All of our partic-
ipants acknowledged the importance of regulatory standards and
how those standards provide the baseline security for the energy
sector. P19 (Impl, Conslt) emphasized the value of these standards
by saying “Look at NERC CIP, it is the best of what is out there. Even
in the face of some other people complaining about it, it is something
that at least gives you a place to start from. And that is what NERC
says; it is a baseline for security.”

In this section, we explore our first research question on the main
challenges in implementing and complying with cybersecurity stan-
dards. Specifically, we examine issues across three key phases: plan-
ning (understanding and interpreting standards), implementation
(applying requirements), and reporting (detecting and documenting
compromise attempts). Lastly, we present participants’ suggestions
for improvement. When we asked our interview questions, some
participants indicated no issues related to the standards for different
questions. For example, when we asked P1 whether industry people
think any part of the standards is counterproductive or unnecessary,
P1 (Conslt, Drafter) stated “Not really. I think that they are useful. I
think they are a good starting point.”, suggesting that our framing
did not force problem identification. Our interview study focused
on constructively exploring NERC CIP challenges to improve it.

5.1 Planning Phase
As a first step, utilities understand the requirements of the standards.
This section delves into the challenges faced during this phase,
highlighting key themes identified from participant interviews.

Prescriptive Standards Are Helpful but Can Hinder Flexi-
bility and Security. Prescriptive standards are detailed, specific
requirements that outline exactly how to perform a task or achieve
compliance [23]. The majority of the participants (N=19) consider
most of the standards very prescriptive. For example, P5 (Impl,
Drafter) said “It is the most prescriptive, most comprehensive, highly
regulated standard in the world.” Prescriptiveness is necessary to
ensure utilities and auditors understand the requirements correctly,

according to 8 participants. For example, P18 (Audt, Impl, Drafter)
highlighted that the prescriptive nature of standards is essential
due to subjectivity, saying, “The problem with not being prescriptive
is subjectivity... if the auditor does not agree with utility, we have no
appetite for any legal action. If we go to court, we already lost.”

Most participants (N=18) noted that the prescriptive approach,
while useful for providing clear and actionable requirements, may
not be applicable or feasible for all. For example, P16 (All Roles) dis-
cussed that Systems Security Management-Security Patch Manage-
ment Requirement (CIP007-R3) is very demanding, time consuming,
and hard to comply with by saying “An entity has to have somebody,
first of all, know your entire sources of patches every 35 days....The
problem is many software developers and vendors do not distinguish
a security patch from an operational patch or from a regular patch.
So what ends up happening is you have people just gotta figure out
which ones are security patches and which ones are regular patches
within 35 days and show documentation that is reviewed. It is the
biggest, probably the number one, waste of time.”

Sixteen participants highlighted that if prescriptive standards
are not updated frequently, it could lead to outdated recommen-
dations, which can cause insecure applications. For example, CIP-
007 Systems Security Management-Account Management requires
passwords to be at least eight characters, and a minimum password
complexity of three or more different types of characters, and a
password change requirement in a specific time frame [41]. As an
example, P22 (Audt, Impl, Conslt) pointed out the security issues
related to non-updated, very prescriptive password requirements
by saying, “Password requirements have very specific requirements
for passwords on length and complexity. With the move in security
now to longer, less complex passwords like passphrases, that is not
allowed under the standards.”

Outcome-Based Standards Offer Flexibility but Create Im-
plementation and Audit Challenges. Although the majority of
the standards are prescriptive, most participants (N=17) mentioned
that newly-released standards are outcome-based, just specifying
what utilities need to achieve without dictating how these objec-
tives should be met. Fourteen participants mentioned that outcome-
based standards could be challenging for the utilities. For example,
P1 (Conslt, Drafter) mentioned CIP-013- Supply Chain Risk Man-
agement presents challenges for utilities due to the lack of specific
guidance on implementation by saying “NERC is finding a lot of util-
ities have not done that [implementing supply chain risk management
plan]. They struggle with actually putting that out there. And part of
the reason is ... it just says, give me a supply chain risk management
plan; we are not going to tell you every little part of what you have
to do. But you have to say that. And I find that is a big challenge for
utilities.” Another discussion was about small utilities’ need for de-
tailed guidelines. According to 7 participants (from small and large
utilities and also vendors), flexibility might be beneficial for large
utilities, but it is indeed challenging for small utilities since they
do not have enough resources in terms of personnel and financial
to come up with their technical solutions. They emphasized that
small utilities need prescriptive, detailed step-by-step guidelines;
otherwise, they can not figure out what to do. For example, P4
(Impl) said that “Small utilities want NERC to tell them exactly what
to do. Generally speaking, a large utility will say do not tell me what
to do. We have people that can figure that out.”
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Six participants mentioned that outcome-based standards lead
to a more complex and exhausting audit process due to interpre-
tation differences. For instance, P4 (Impl) said “ It created this new
problem, and then the whole process of trying to figure out what the
interpretation of that...That is a very long, drawn-out process and does
not result well in folks that are up against the wall on an audit and
the auditors saying, no, I do not think your evidence is correct here. I
do not think you interpreted the language of the standards correctly.”

Vague Standards Create Industry-Wide Confusion. Several
participants (N=6) noted that vague descriptions of the standards
have also resulted in considerable confusion within the industry.
P17 (Impl, Conslt) exemplified this sentiment “The entire industry
argues about the word “programmable” and what that means. Stan-
dards can clarify further and eliminate confusion...You must report
an attempt to compromise physical or electronic security. That creates
tons of confusion about how you define “an attempt” versus how I do.
You are gonna put in internal network security monitoring to look for
“anomalous traffic”, what anomalous means to you, what it means to
me, and what it means from one vendor to the next very different.”

In addition, four participants mentioned that if the standards
provide a very long and unclear description of a term, it also be-
comes very challenging for the utilities to determine the scope. For
example, P5 (Impl, Drafter) said, “The definition of a cyber asset is
about a page long, and so a lot of people get tripped up over that
because identifying what is in scope is so difficult.”

5.2 Implementation Phase
In the second step, utilities focus on implementing the standards’
requirements. We asked participants which standards are the most
challenging to implement and the specific difficulties they encounter,
as well as their struggles with aligning to new standards. This sec-
tion discusses those challenges.

Resource Limitations Undermine Effective Standards Im-
plementation. One of the most prominent themes discussed by
18 participants was financial and workforce resource constraints
while implementing the standards. For example, P7 (Audt, Impl,
Drafter) said, “We have to buy new tools, install new tools, and get
through the budget cycle. So things that are going to take a couple of
years to accomplish.” Similarly, P20 (Impl, Drafter) discussed limited
resources’ effect on implementation time “I do not think you could
implement what they’re asking in one year. If you had all the money
and all the people in the world, you probably could. But we have only
got limited resources.”

For 7 participants, smaller utilities faced more challenges due
to limited resources and expertise. P5 (Impl, Drafter) remarked,
“Smaller utilities face more difficulties in implementing these stan-
dards due to limited resources,” highlighting the excessive burden
standards placed on smaller organizations. Similarly, P18 (Audt,
Impl, Drafter) mentioned that operating primarily as non-profit en-
tities, municipal utilities must navigate limited financial resources
while supporting extensive operational demands, including signifi-
cant contributions to municipal budgets.

Along with financial constraints, 8 participants mentioned that
utilities face a significant workforce shortage, exacerbated by an
aging employee base. For example, P18 (Audt, Impl, Drafter) said
“People are aging out. If you look at the average age of the folks [in

utilities], it is over 40. So in the next 2 decades, we are going to be out of
people...We do not have a lot of folks coming out of school getting into
the energy industry. That is going to be a challenge,” highlighting
demographic shift poses a serious threat to the continuity and
effectiveness of infrastructure operations and security.

Six participants also noted that budget-constrained utilities strug-
gle to attract and retain high-quality IT security personnel. For
instance, P3 (Audt, Impl, Drafter) said that “The utility employees
are city employees and city employees must live in the city. And when
you have this little tiny municipal in one of the poorest counties, you
can not hire anybody because of that silly city rule, it is tough. Nobody
wants to live in this very, very poor, lousy school community.”

Tedious Procedures Drive Frequent Violations.Many par-
ticipants (N=17) mentioned that the most violated standards, as
mentioned in the NERC report [43], are CIP-005, CIP-007, and
CIP-010, which demand a continuous real-time effort that involves
constant monitoring and adjustment. They highlight that those
standards have tight deadlines and the intensity and complexity of
these standards contribute to their high violation rates. For example,
P22 (Audt, Impl, Conslt) mentioned how challenging implement-
ing CIP-010 Configuration Change Management and Vulnerability
Assessments “It is a scope issue. There are a lot of devices that are in
scope. A lot of entities seem to struggle with maintaining the baselines.
Even though there are tools available, you have a baseline that needs
to be tracked and maintained. And then, for all the changes that are
made, you have to track those changes, you have to do testing on
security controls and verification and documentation of that for the
controls. So there are a lot of moving parts.”

Zero Tolerance Standards Create Burdensome Compliance
Pressures. Standards enforce a zero-deficiency policy, which man-
dates that every requirement be met without any deviation accord-
ing to 14 participants. They mentioned that this stringent approach,
while intended to ensure absolute compliance, has proven to be
extremely difficult to maintain. For instance, P5 (Impl, Drafter)
mentioned “You have your change management and patch manage-
ment happen continually. Every single one of those can be a violation,
and 99.9% effectiveness is still non-compliant. So if you have just one
that you miss, you have to report that.” This shows zero-tolerance
standards force utilities to spend considerable time and effort on
administrative tasks, and minor oversights can lead to violations.

Operational Constraints Require Meticulous Planning.
Many participants (N=13) mentioned OT environments present
unique challenges compared to traditional IT settings where OT as-
sets such as power generation units must remain functional around
the clock, meaning any changes to these assets must be meticu-
lously planned to avoid disrupting operations. For example, P17
(Impl, Conslt) mentioned “There is operational scheduling, you are
gonna go touch something that can never go down and you need to
potentially take it down to do your work...Even if the units are not
running that does not mean you can just start ripping out all the
controllers and doing all kinds of other stuff. It is still dangerous. It
was very intentional who was gonna work and how we planned safety
into the work. This is not a traditional IT where we are protecting data
at rest data and motion data use.” emphasizing services like pres-
surized lines remain operational, requiring careful consideration
before any maintenance or upgrades can be performed.
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5.3 Reporting
Utilities report incidents as a final step. We asked participants what
works well and what doesn’t in the reporting process.

Ambiguity in Incident Classification Lead to Inconsistent
and Overwhelming Reporting. All participants mentioned that
the ambiguity in classifying reportable incidents is particularly
challenging for utilities, leading to inconsistent reporting practices.
They noted that the standards provide insufficient guidance on
what constitutes a reportable incident, which results in varied in-
terpretations and potential underreporting of incidents. P7 (Audt,
Impl, Drafter) stated, “We have to report attempts to compromise, and
this is poorly defined. There are hundreds or thousands of attempts
to compromise every day. We could report a bunch of noises or we
report nothing.” and emphasized that this ambiguity can lead to
both under-reporting and over-reporting. For example, P18 (Audt,
Impl, Drafter) mentioned whether a failed login, a port scan at
an electronic security perimeter (ESP), or an unsuccessful badge
swipe at a physical perimeter should all be reported as attempts
to compromise emphasizing its lack of clarity has the potential to
overwhelm the reporting systems.

Lack of Trust Hinders Timely and Transparent Incident
Reporting. According to several participants (N=8), utilities are
hesitant to report incidents promptly due to the lack of trust be-
tween utilities and regulatory agencies. They mentioned that util-
ities are uncertain about the post-reporting phase including the
consequences of reporting. P5 (Impl, Drafter) said “A lack of trust
between the reporting agency and the utility makes that very difficult.
If federal agencies don’t have people who can help to fix the issue,
then utilities will probably not be as quick to report” emphasizing
the building of trust. Similarly, P4 (Impl) discussed unclear steps
after reporting “A lot of utilities are very concerned about reporting
because there are not many clear examples of what happens with that
information... I think that a big part of the lack of reporting is around
the fear of what happens after that.”

Two participants mentioned that a significant issue identified is
the distrust organizations feel toward external entities when sharing
sensitive incident data and concern over the security and handling
of this information once it leaves the organization’s control. P18
(Audt, Impl, Drafter) emphasized that mishandling such data could
introduce new risks, underscoring the need for more secure and
trustworthy sharing mechanisms

Strict Reporting Timelines Clash with Limited Resources
and Incident Response Priorities. Standards mandate a strict
timeframe for reporting incidents, but the process of gathering
accurate information, classifying the incident, and preparing the
necessary documentation can be time-consuming and difficult to
execute quickly, according to five participants. For example, P12
(Audt, Impl) discussed how time limit can cause a lack of reporting
“Once you determine an actual compromise, you have an hour to report
it. A good portion of utilities do not have 7/24 monitoring staff. They do
not have full-time cybersecurity people watching alerts...So actually
executing upon that requirement when it comes time to execute is
a very ad hoc and human performance latent condition. Everyone’s
1st trust is stopping the compromise. Reporting to the industry is
the second thought for them.” In addition to that, P5 (Impl, Drafter)
highlights knowing lack of help can slow down the process said “If

NERC does not have people that can help, and they can send in and
fix the issue then you are probably not going to be as quick to report
or consider that a valuable partnership.”

5.4 Improvements
We asked participants for suggestions on improving compliance
and implementation of the standards. Here are the direct responses
to our inquiry, even though there are more improvements implied
by their other comments.

Updating Detail Level of the Standards Is Necessary. Fifteen
participants highlighted the need to update old and overly prescrip-
tive standards to align with modern security requirements and
threats. Additionally, 7 participants noted that smaller utilities of-
ten struggle to fill the gaps objective-based standards leave because
they lack sufficient resources; these smaller utilities find it challeng-
ing to develop secure solutions independently. They recommend
that standards should consider the needs of all types of utilities and
provide more prescriptive guidelines for smaller organizations.

Extended Compliance Timelines Ease Operational Bur-
dens. Thirteen participants mentioned that the stringent timelines
for compliance performance, particularly in areas like patch man-
agement, baseline updates, and log reviews create significant oper-
ational challenges, leading to a call for extending these timelines.
They argue that by lengthening the timeframes, utilities could run
more effective programs without compromising the reliability of
the electric grid.

Holistic Evaluation Could Strengthen Overall Security. Ten
participants suggested that NERC CIP compliance would benefit
from shifting away from penalizing minor infractions toward a
more holistic evaluation of security. They mentioned that currently,
even minor issues, like a missed patch, are escalated through a rig-
orous regulatory process, which burdens organizations and detracts
from a comprehensive security assessment. They suggested that
enforcement should assess security at a system-wide and organi-
zational level, allowing for minor variances as part of continuous
improvement, rather than penalizing every small infraction.

6 Audit Process
In this section, we consider our second research question regarding
the challenges during the audit process. We list the main themes
derived from the interviews below.

6.1 Preparation
We asked participants about the most important steps they take in
preparing for an audit, and how much effort it requires.

Documentation & Evidence Collection Diverts Resources
and Undermines Security Priorities. According to all partici-
pants, preparation for the audits, which includes gathering and
organizing the necessary evidence, requires an extensive amount of
time. To emphasize the required time P1 (Conslt, Drafter) said “We
had a company. I think they spend a good 2000 hours just trying to
gather evidence.” Sixteen participants mentioned that some utilities
need to pull personnel away from their regular duties related to
operations and maintenance to focus on gathering evidence and
preparing for the audit. P13 (Impl, Conslt, Drafter) discussed this
situation and its possible security effects “I do not think it is an
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effective use of our resources. Entities have to ramp up and redirect
their people away from other critical initiatives to fully support audits.
And anytime we have to pull people away for the purposes of audit, it
is a distraction to security and reliability.” The effort utilities spent
for audit preparation is even considered unworthy when compared
to its security value, according to 10 participants. P5 (Impl, Drafter)
exemplified this “Many more resources could be applied to security.
We have not found the balance between the carrot and the stick in
the regulation to get that right. The time spent in audit preparation
exceeds the value to security.”

Mock Audits Add Extra Burden Without Direct Security
Benefit. Audit preparations require more effort than collecting evi-
dence, where utilities performmock audits for rehearsing responses
and scripting interactions with auditors, according to 9 participants.
P13 (Impl, Conslt, Drafter) explained it “ I bring people in for a ses-
sion. I pulled up the evidence that they provided. I have some questions
about that evidence. I turn into a completely different person, and I
play the mean auditor, so they understand what that will feel like,
and they know I’m going to do this. I play the overly friendly auditor
to get them talking about stuff they should not be talking about. And I
play the one that is in the middle.” P5 (Impl, Drafter) emphasized the
consequences of unprepared audits, which highlights the reason
why utilities put that much effort into mock audits “Audit is not a
friendly environment; it is more of a legal proceeding. In many cases,
there are a lot of high stakes for communicating the wrong thing,
providing your own context in a way that takes the auditor down
a certain path. And once you establish that context, it can be very
challenging to take a step back and give a different context.”

Necessity to Consultant Adds Cost Without Security Bene-
fit. Another theme discussed by 6 participants is audit preparations
can be resource-intensive, leading to the hiring of consultants to
assist either with the audit preparation or to cover day-to-day oper-
ational tasks during the audit period. For example, P16 (All Roles)
emphasized its cost with no security value “You have a full-time
team that has to respond to auditors. Most entities will have a com-
pliance team, or they will hire consultants to come in who will be
the intermediaries and prepare them for audit...So that is all costing
industry, but it is really not adding security value to address risk.”

6.2 Auditing
We asked about participants’ experience with auditing and auditors.

Auditor Knowledge Gaps Undermine Audit Efficiency and
Frustrate Utilities. For 20 participants, it is very important that
auditors possess domain knowledge in areas such as electric system
operations, reliability, IT security, OT security, and industry-specific
regulatory requirements. For example, P7 (Audt, Impl, Drafter) men-
tioned “Having a fundamental understanding of how the systems
work makes them a better auditor. The ones that lack understanding
are the hardest to communicate with and convince.” According to 16
participants, some auditors come from IT backgrounds and lack
the essential knowledge of the OT domain, and this forces utilities
to spend valuable audit time educating auditors on fundamental
differences between IT and OT environments, detracting from the
audit’s primary objectives (N=16). For instance, P20 (Impl, Drafter)
pointed out, “We have had auditors asked very basic questions that
they should know the answer.” Similarly, P4 (Impl) illustrated the

challenges caused by such gaps, saying, “A lot of auditors come in
with just an IT background. They think that because they know a
firewall, they understand ICS. That is a huge problem. I have had ar-
guments with auditors over just complete and total miscomprehension
around what a term means or how it is actually implemented.”

Poor Communication and a Punitive Approach Under-
mine Audit Collaboration. According to 14 participants, if au-
ditors and utilities can not communicate effectively, pursuing a
smooth audit process is becoming very challenging. P6 (Conslt) re-
marked “They have gotta have good communication skills. They need
to be able to communicate and talk at the various levels to the more
executive folks, the security leaders as well as, the technicians and the
practitioners.” indicating that regular and transparent interactions
helped ensure that both parties were on the same page.

Four participants mentioned that if auditors focus on finding vi-
olations during audits, this prevents open communication between
utilities and auditors. For example, P13 (Impl, Conslt, Drafter) men-
tioned that “They need to be less interested in the gotcha game based
on technicalities of the words in the standard and more interested in
partnering together to achieve the security objective. Do not punish us
for small things. It breaks the trust and it breaks the credibility, and
it only causes people to want to hide what they are doing.”

Risk-Based Audits Offer Promise but Depend on Auditor
Expertise and Judgment. Risk-based audit evaluates compliance
by considering the potential impact and threat level of each asset
within the power grid, according to 12 participants. This method
prioritizes auditing assets whose compromise would have severe
consequences on grid stability and operations, ensuring that critical
vulnerabilities are addressed first. Several participants (N=12) noted
that there is potential for implementing this approach in the future,
and they shared its possible positive aspects. For example, P9 (Impl,
Drafter) said “If the auditors really truly understand how to do risk-
based audits, I think things would move smoother, and we would get
away from that whole concept of you missed this patch on this asset,
therefore you have got a violation.”

However, 6 participants discussed challenges utilities might face
with risk-based audits. For example, P7 (Audt, Impl, Drafter) noted
how an auditor’s background can influence the determination of
risk, stating, “Auditors who do not have any experience in the utility
industry do not have a good concept for the level of risk. When we say
this is very low risk, this is negligible; they do not really understand
enough to know if that is true or not.” P22 (Audt, Impl, Conslt) noted
that auditors need to check the evidence for compliance, but for a
risk-based analysis, what they will consider as evidence.

6.3 Penalties & Rewards
We examine the final step of the audit process: determining the
outcome, which may result in either a penalty or a reward.

Financial Penalties Raise Awareness but Vary in Deterrent
Effect Across Organizations. Financial penalties are considered
essential to ensure compliance by 17 participants. For instance, P10
(Impl, Conslt) discussed how a penalty of one utility could alert all
community “Duke was fined like 10 million dollars a couple of years
ago for saying that they are doing something under NERC and they
were not. It was gross negligence. A $10 million fine was too much or
too little, I do not know, but it definitely got the industry’s attention.
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So it worked for others.” Some participants (N=12) discussed that
penalties are not deterrent enough to ensure organizations comply
with standards. P18 (Audt, Impl, Drafter) emphasized “I think there
should be more fines. I do not think fines are enough. We use the stick
as much as we use the carrot in my group. I am a big believer in the
stick.” Seven participants discussed that penalties’ impact varied
depending on the organization’s size and resources. P1 (Conslt,
Drafter) said, “The smaller entities may care a little bit more than
some of the bigger entities that have a little bit deeper pockets.”

Positive Observation. If the audit identifies exemplary com-
pliance practices or achievements that exceed basic requirements,
auditors make positive observations about the utility. Many partic-
ipants (N=12) mentioned that without tangible benefits, positive
feedback in standards compliance holds little value for organiza-
tions. For example, P5 (Impl, Drafter) said “If there were some in-
centive tied to the positive performance, that would allow utilities
to go beyond the standards.” emphasizing incentives can motivate
organizations to exceed standards.

6.4 Improvement Suggestions
We talk about suggestions that participants directly mentioned
beyond what was mentioned earlier.

Performance-Based Audits Offer Relief for High Perform-
ers and Incentivize Continuous Improvement. Several partici-
pants (N=14) discussed the transition to a more performance-based
audit process, which tailors the audit frequency based on the per-
formance of the utility during previous audits. If a utility has no
violation during the audit (and maybe outperforms it), it may be
granted a longer interval before the next audit, providing a form of
relief. Conversely, if the audit reveals significant issues, the utility
can expect another audit much sooner.

Streamlining EvidenceCollectionCouldReduceAudit Bur-
den. Twelve participants considered that the process of gathering
documentation and evidence for audits needs improvement, and
simplifying and streamlining these processes could significantly
reduce the burden on utilities. For instance, P10 (Impl, Conslt)
mentioned automating the process “If you had different ways to
automatically collect your evidence, that would be a lot easier because
a lot of the evidence collection is manual. A lot of the repositories are
spreadsheets and Word documents and things like that.” Automating
the evidence collection process could free up resources and allow
to focus on more critical aspects of compliance.

Improving Auditor Training Could Enhance Audit Quality.
Auditors need better training to understand the complexities of
utility operations and cybersecurity, for 5 participants. P6 (Conslt)
emphasized it “You need to have that depth of understanding of the
context of the organization, how they’re structured, their architecture,
their organizational choices, and work processes to be able to assess
whether the drafted performance statement is compliant right.”

Four participants discussed that auditors also need to be trained
on how to approach utilities and assess compliance. P1 (Conslt,
Drafter) described inconsistent auditor behavior during audits “Some
auditors are about what we call gotcha games. They are out there
to find anything they can. Other auditors are much more willing to
help. They are there to collaborate to co-create solutions. So that is a
problem, the different approaches between the different auditors.”

7 Standards Development
We asked participants’ experience in standard development a se-
ries of questions to explore their perspectives. These questions
focused on identifying the major bottlenecks and concerns in the
standard development and update process, as well as gathering
their suggestions for improving these processes.

7.1 Challenges About Process
Lengthy and Complex Development Process Risks Standards
Becoming Outdated. Standard development within the NERC CIP
involves a comprehensive regulatory process, including “Standards
Authorization Request” issued by FERC, review by NERC, draft-
ing team appointment, a rigorous voting process, further scrutiny
and approval by NERC, regulatory agencies, and even provincial
authorities due to the interconnected nature of the electric grid
across North America. The consensus-based approach to standard
development, while effective, is inherently slow due to the need for
broad agreement among diverse entities (N=17). P5 (Impl, Drafter)
highlighted the broad agreement process and its importance, “If
you make the wrong changes in the standard for security and if you
don’t understand the implications, it can create reliability issues in the
power grid. For example, black start generators are small facilities...If
they have to comply with these standards, the cost of complying with
the standards would shut them out of business and reduce the relia-
bility of the grid. There are a lot of unforeseen consequences that can
occur. So that’s why you have such a long process.”

According to five participants, the extended timelines raised
concerns about the relevance and efficacy of these standards upon
implementation. They questioned whether standards developed
over several years would remain applicable in the face of rapidly
evolving technologies. P1 (Conslt, Drafter) articulated this frustra-
tion, stating, “It could be like 2 to 4 years before a standard actually
goes live. And then how relevant really is it? And I think that is the
biggest challenge. You are working on something now that may not
go live for 3 years. Is it still going to be relevant in 3 years? Is virtual-
ization gonna be the same or is the monitoring technology gonna be
the same?” This highlights a critical tension between the need for
thoroughness and the rapid pace of technological change.

7.2 Challenges About Human in the Process
In this subsection, we talk about the challenges of humans in the
standard development process.

Voluntary Commitment Slows Standard Development and
Strains Contributors. The reliance on volunteer-based drafting
teams, as highlighted by seven participants, presents a significant
bottleneck in the standard development process. This model of-
ten leads to scheduling conflicts and delays due to the competing
demands on volunteers’ time. For example, P2’s (Impl, Drafter) ob-
servation, “One of the biggest bottlenecks that makes it slower from
start to finish is just scheduling and availability of the personnel.
When you have 20 people, you do need a quorum to continue for
formal discussions and reviews. It just takes time to go through the
process to find out if everybody is available on this date. And usually
everybody out there is not available since they are all volunteers.” P4
(Impl) further emphasized the time commitment and its impact on
individuals’ primary jobs, stating, “I do not understand how you
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support that if you are in a day job? I considered being on the drafting
team. I looked at the time requirements and I do not understand how
I can get my job done and commit to doing all these meetings as
well. It just is not gonna happen.” This reveals the substantial time
commitment required of drafting team members.

Lack of Expertise in Drafting Teams Raise Concerns About
Standards Quality. Six participants raised serious concerns about
the quality and effectiveness of the standards development process
by discussing that some drafting team members may lack the nec-
essary expertise or may not be the most qualified representatives
of their utilities. For example, P4 (Impl) said, “Uncomfortable truth
around the members that are on a drafting team is often these are
folks that are –I do not want to say dispensable in utility–, but they
in order for utilities to have been able to dedicate that much time to
be on the drafting team that means that they are not doing something
at their utility...Utility do not value their contributions,” suggests a
potential disconnect between standards drafters and core utility
operations. Utilities may not be sending their most knowledgeable
or experienced personnel to drafting teams, potentially due to the
time commitment or a perceived lack of strategic importance.

Drafting Teams Lack Balanced Representation from Indus-
try Practitioners. According to six participants, an unbalanced
population in the drafting team was another concern-while there
is substantial involvement from vendors, there needs to be more
representation from utility professionals who deal with these stan-
dards in practice. P18 (Audt, Impl, Drafter) expressed a desire for
greater industry involvement, saying, “I have participated in the
virtualization standard drafting team and the majority of folks on
there were vendors. There are a lot of vendors developing standards,
not necessarily that is a bad thing. I think there needs to be a mix.
But there is not enough representation from the industry itself.”

Motivation of Drafting Teams Undermine Integrity of
Standards Development. The potential for conflicts of interest
among drafting team members, as discussed by four participants,
adds another layer of complexity to the standard development pro-
cess. P20 (Impl, Drafter) highlighted how team members from small
utilities prioritize their interests “I have seen this in some of the
drafting teams. They literally have people who come to the drafting
teams, just to make sure that lows do not get included in a standard.
And those are people coming from the low impact utilities. Because it
is their best interest to not have that standard for them.” This suggests
that some members may prioritize their own utility interests over
the broader objective of developing robust industry standards.

The transition of professionals between industry roles and stan-
dard development or auditing positions, as noted by two partic-
ipants, can create peer-based conflicts and hinder the agility of
the regulatory process. For example, P3 (Audt, Impl, Drafter) men-
tioned “I was the vice chair of that drafting team for a year in the
beginning. Then I went into the auditing field and I had a little bit of
a conflict. I could not write the standards and then audit them. So that
is a huge problem. That is the agility problem.” This illustrates the
potential conflicts of interest when individuals switch roles, which
can lead to ethical dilemmas and undermine the credibility of both
the standards development and auditing processes.

7.3 Improvement Suggestions
Here, we proposed possible suggestions for improving the standard
development process.

Accelerating Standard Development Could Improve Re-
sponsiveness. In response to the lengthy timelines, several partic-
ipants (N=10) advocated for expediting the standard development
process. For example, P22 (Audt, Impl, Conslt) discussed the poten-
tial area to speed up the process “NERC takes a long time to review
a standard, several months to review it before they rule on it. That
is probably the biggest opportunity to move things quicker.” Some
participants (N=8) mentioned FERC-mandated CIP-015 Internal
Network Security Monitoring standard was developed in about
a year, compared to the years-long process for typical standards.
However, P18 (Audt, Impl, Drafter) highlighted potential challenges
associated with this expedited process, “The problem with having
industry involved is that there are not the same sensitivities to the
challenges we have in the utilities. CIP-015 is probably the best exam-
ple of that. That is gonna pose a challenge. I am not sure people really
understand the impact of it yet. It is going to be pretty substantial
and pretty significant.” This highlights the potential for unintended
consequences when speed is prioritized over a comprehensive un-
derstanding of the operational landscape.

As an alternative way, five participants suggested easing regula-
tory scrutiny and reducing the high stakes associated with audits
could significantly streamline the standard development process. P9
(Impl, Drafter) exemplified this sentiment by saying, “You’ll talk to a
technical person, say this is great, we can do this, it’s perfect. And then
you got a lawyer arguing over a single word.” indicating the intense
focus on every word due to the potential for severe penalties makes
consensus difficult to achieve, slowing down progress.

8 Concluding Discussion
This paper presents an in-depth, improvement-oriented examina-
tion of the cybersecurity standards lifecycle and its challenges, using
NERC CIP as a case study through semi-structured interviews with
implementers, auditors, and standard drafters. Our findings high-
light key issues in compliance, auditing, and standard development,
and reflect stakeholder-driven suggestions to make the regulation
more effective, flexible, and responsive to emerging threats. These
suggestions build on the regulation’s strengths while addressing
pain points identified by stakeholders.

These findings offer valuable insights for other critical infras-
tructure sectors considering similar regulatory frameworks. While
adapting NERC CIP to areas like transportation or healthcare re-
quires sector-specific adjustments, lessons from the energy sector
can guide effective cybersecurity strategies and help avoid common
pitfalls. Here, we synthesize the lessons learned and propose future
directions, with key recommendations summarized in Figure 2.

8.1 Compliance
This stage presents challenges in balancing flexibility with prescrip-
tiveness and managing the complex documentation. We present
recommendations to address these issues to improve the process.

Adjusted Outcome-Based Standards. The balance between
prescriptive and flexible standards was a major point of discussion
(Section 5.1). While larger utilities with ample resources may value
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Figure 2: Our recommendations to improve cybersecurity
standards throughout its lifecycle.

the flexibility of outcome-based standards, smaller utilities often
struggle to fill the gaps left by these non-prescriptive guidelines
(Section 5.2). Participants from smaller utilities indicated that they
lack the technical resources to develop secure solutions indepen-
dently, making compliance difficult and widening the gap with
better-resourced peers.(Section 5.2)

To address this, we propose a dual-layered approach where pre-
scriptive guidance serves as an optional implementation pathway.
Under this model, the standards will be flexible (outcome-based),
emphasizing desired security outcomes. However, a set of prescrip-
tive steps provides a concrete roadmap to help entities, especially
those with fewer resources. These prescriptive guidelines are illus-
trative (not mandatory) examples of how to meet flexible objectives
and utilities with greater capacity may pursue alternatives if they
achieve equivalent security outcomes. Auditors would evaluate
compliance on outcomes, using the prescriptive path as a refer-
ence rather than a benchmark. This preserves adaptability while
ensuring all utilities—regardless of size—have actionable guidance.
A similar dual-layered model already exists in NIST SP 800-53
Rev. 5 [69], a widely adopted cybersecurity framework that defines
high-level, outcome-based control objectives, which are paired with
prescriptive implementation baselines defined in FIPS 200, the U.S.
federal standard for minimum security requirements.

The potential of this dual-layered approach is reflected in NERC’s
recent shift toward outcome-based standards—e.g., CIP-013 (Sup-
ply Chain Risk Management), which emphasizes objectives over
step-by-step controls. While not a formal dual-layered model, the
existing mix of prescriptive and objective-based standards shows
capacity for evolution in this direction. Our proposal builds on this
foundation, pairing NERC’s prescriptive elements with outcome-
based flexibility to align with utilities’ diverse operational contexts.

While transitioning to a dual-layered structure may increase
short-term auditing complexity-requiring updated auditor training

and introducing multiple evaluation paths—the long-term benefits
include greater clarity for smaller utilities, flexibility for larger ones,
and stronger alignment between compliance practices and actual se-
curity outcomes. This model benefits implementers seeking clearer
pathways, auditors evaluating diverse utilities, and regulators aim-
ing for more adaptive, risk-aware compliance.

Automated Documentation Process. A recurring frustration
among participants was the administrative burden of compliance
documentation, particularly the time and personnel required to col-
lect and maintain audit-ready evidence (Section 5.2). Many noted
this overhead detracts from substantive security efforts, creating a
misalignment between compliance investments and actual risk re-
duction. Some utilities even hired staff primarily for documentation
rather than technical security roles (Section 6.1), raising concerns
about the return on compliance investments.

To address this, we recommend expanding the use of automated
evidence collection and reporting. Existing tools already show the
potential to automate compliance tasks [10, 18, 48], underscoring
significant opportunity in this space. For example, NP-View already
illustrates the promise of automating key NERC CIP activities—such
as validating Electronic Security Perimeters under CIP-005. How-
ever, adoption remains limited due to cost, proprietary constraints,
and scalability challenges, particularly for smaller utilities.

To address barriers, we propose leveraging collaborative devel-
opment models—such as MITRE’s open-source frameworks and
CISA’s public-private initiatives—to support the creation of modu-
lar, community-driven compliance tooling. These models offer both
precedent and promise for building accessible, sector-aligned tools
that reduce compliance friction without compromising rigor.

Automated documentation benefits both implementers and au-
ditors: utilities face less manual workload and greater consistency,
while auditors streamline evidence review and reduce disputes
over quality or completeness. Ultimately, a broader ecosystem of
open-source and cost-effective automation tools would enhance the
efficiency, scalability, and equity of compliance across the sector.

8.2 Audit Process
The audit process faces key challenges: the absence of risk-based
vulnerability evaluation, limited auditor expertise, and insufficient
trust between regulators and utilities. Here, we recommend mea-
sures to improve audit accuracy, build trust, and better align security
evaluations with operational realities.

Risk-Based Auditing. One of the critical findings from our
study is the need to shift from uniform, checklist-based audits
to a risk-based model (Section 6.2). Current practices give equal
weight to all requirements, regardless of the actual risk posed by
a system, asset, or vulnerability (e.g., patching all vulnerabilities
within set timeframes without considering their relevance to core
operations) (Section 5.4). This leads security teams to prioritize doc-
umentation over addressing high-risk threats that directly affect
grid reliability. Instead, vulnerabilities should be prioritized by their
potential impact on grid stability, guided by a threat model that
accounts for different adversaries and attack goals. These findings
support the shift toward more targeted, threat-informed strategies,
aligning with broader industry recommendations and the Depart-
ment of Energy’s (DOE) cybersecurity guidelines [46].
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A risk-based auditing approach would evaluate compliance by
considering the potential operational impact and likelihood of ex-
ploitation, rather than applying the same scrutiny to low-risk and
high-risk assets. Several participants suggested audits should prior-
itize issues relevant to critical operations and allow more flexibility
for low-impact systems. This would help redirect attention and re-
sources toward high-consequence vulnerabilities instead of treating
minor technical issues as violations.

This model aligns with how cybersecurity risk is managed in
other domains and is reinforced by existing industry frameworks.
For example, the MITRE ATT&CK for ICS [4] matrix provides a
structured method to map attack techniques to critical control sys-
tem assets and operational impacts. Similarly, DOE has encouraged
risk-based prioritization in multiple recent publications, includ-
ing its Cybersecurity Capability Maturity Model (C2M2) [21] and
Cyber-Informed Engineering Strategy [76], both of which empha-
size aligning cybersecurity efforts with system-level risk.

Importantly, a shift toward risk-based auditing shows strong
potential within NERC’s oversight structure. Participants noted
early momentum toward more flexible, judgment-based evalua-
tions—especially where the standard’s intent was met despite minor
deviations (Section 5.1). Formalizing this approach would require
additional auditor training and standardized risk assessment proto-
cols, but builds on capabilities already in development. This model
benefits implementers by focusing on high-impact systems, auditors
by providing clearer priorities and more meaningful engagement
with system risk, and regulators by better aligning enforcement
with mission-critical objectives like grid resilience. Overall, a risk-
based model offers a more adaptive, intelligence-informed regula-
tory process suited to the evolving threat landscape and operational
complexity of critical infrastructure.

Improved Trust and Partnership. Our study found that trust
between NERC and utilities is critical for effective compliance and
security, as it enables more efficient audits and encourages trans-
parent incident reporting when regulators prioritize remediation
over punishment (Section 6.2,Section 5.3). Similarly, trust smooths
the audit process, as utilities would feel less defensive in interac-
tions with auditors. Models like CISA’s Joint Cyber Defense Collab-
orative (JCDC) [17], which facilitates public-private cooperation
through information sharing and joint planning, highlight the value
of trusted relationships in managing cybersecurity risks.

To foster greater trust, we recommend a more collaborative au-
diting environment with joint working groups where utilities and
regulators address issues before audits. Greater transparency—clear
and constructive feedback—would strengthen relationships, while
emphasizing corrective actions over penalties would encourage
incident sharing and open communication. These changes hold
promise within current regulatory practices; some NERC regions
have already piloted pre-audit engagement or advisory roles [40],
and collaborative mechanisms like JCDC demonstrate their scala-
bility. Beneficiaries include implementers, who could engage with
auditors more openly, and regulators, who would gain greater in-
sight into evolving challenges and foster more responsive oversight.

Improved Auditor Experience. We also found the disconnect
between IT and OT security expertise in compliance audits, which
was a source of frustration for participants. Participants noted that
auditors with IT backgrounds often ask questions that reveal a

limited understanding of OT’s unique challenges, which can un-
necessarily extend the duration of audits. (Section 6.2)

To bridge the IT-OT disconnect, we recommend incorporating
the principles from the Cyber-Informed Engineering (CIE) frame-
work [76], which emphasizes OT-specific security practices rooted
in the physical process and operational context. Regulators could
improve audit effectiveness by providing OT-focused training for
IT-based auditors, ensuring they are prepared to evaluate security
through an operationally informed lens. Additionally, incorporat-
ing guidance from resources like the CIE implementation guide
would help align cybersecurity standards with the realities of OT
environments, moving beyond traditional IT security paradigms.

These suggestions are actionable because they build on existing
structures—auditor training, audit protocols, and DOE-supported
frameworks like CIE [76] —without requiring regulatory overhaul.
Training can be integrated into existing auditor certification or con-
tinuing education efforts. CIE guidance is already publicly available
and endorsed by the U.S. Department of Energy, showing promise
for regulatory agencies and utilities to adopt without developing
new tools from scratch. Auditors would gain a broader evaluative
toolkit and greater consistency, while utilities would face fewer
misinterpretations and less operational disruption during audits.

8.3 Standard Development
The standard development phase faces challenges in keeping cyber-
security regulations aligned with rapidly evolving technologies and
threats, leaving critical infrastructure vulnerable. Here, we present
recommendations to modernize standards and integrate emerging
technologies proactively.

Up-to-Date Standards. As technology advances, current cy-
bersecurity standards face challenges to remain relevant and ef-
fective. Our study found that current regulations often lag behind
innovation, exposing critical infrastructure to new vulnerabilities
that original frameworks do not address. Rigid and time-intensive
processes for updating standards hinder the timely adaptation of
cybersecurity policies, creating a risk that these standards will not
reflect modern operational environments. Without more responsive
mechanisms for updates, utilities may lack adequate guidance for
addressing current and emerging cybersecurity challenges.

To address this, we propose supplementing the existing standards
development process with more agile mechanisms for interim guid-
ance, such as rotating expert panels to issue clarifications, shorter
comment windows for minor updates, and formalized interpreta-
tion bulletins. These mirror NIST mechanisms—most notably, the
iterative refinement of security controls in SP 800-53 and the tiered
approach to guidance seen across the NIST 800-53 and FIPS 200
frameworks [68, 69]. Both NIST and NERC rely on stakeholder-
driven, consensus-based development processes. However, NIST’s
framework is designed to support a diverse range of organizations
with varying maturity levels and is supplemented by a robust infras-
tructure of implementation guidance, FAQs, and regular revisions.
By contrast, while NERC does issue artifacts like Lessons Learned
and Compliance Guidance, these documents are infrequent, ad-
visory in nature, and lack formal standing. Applying a NIST-like
model would not be a one-to-one translation, but the structural par-
allels—particularly in stakeholder engagement—suggest that similar
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mechanisms could be adapted to NERC’s domain with appropriate
institutional support and oversight authority.

These enhancements could build on NERC’s Compliance Guid-
ance program, which already lets stakeholders submit guidance
documents for review and endorsement. While currently advisory
and infrequently updated, the program provides a foundation for a
more formal process to issue interim advisories and clarifications.
For example, NERC could create a streamlined review pathway for
time-sensitive updates or recurring implementation questions, giv-
ing stakeholders timely and authoritative support without waiting
for full standards revisions. These mechanisms would complement,
not replace, the formal standards development process. A more
agile guidance framework would help utilities apply CIP standards
confidently to novel architectures, reduce ambiguity for auditors,
and enable more responsive regulatory oversight.

8.4 Future Works
In light of the lessons learned identified across the compliance,
audit, and standard development phases of the NERC CIP lifecycle,
future work can focus on addressing these critical areas through
targeted research and practical solutions.

Compliance. Future research should explore innovative meth-
ods to streamline compliance processes for utilities of varying sizes.
Developing adaptive compliance tools, such as AI-driven reporting
systems and enhanced digital portals, can further reduce adminis-
trative burdens while ensuring rigorous security measures. Addi-
tionally, studies could investigate how tailored approaches, such as
tiered frameworks, affect smaller utilities’ ability to meet standards
effectively without compromising operational security.

Audit Process. The audit process requires continued focus on
improving risk-based assessments and bridging the IT-OT expertise
gap among auditors. Future efforts could involve designing compre-
hensive training programs for auditors that emphasize operational
technology contexts and incorporating the Cyber-Informed Engi-
neering (CIE) framework into practice. Research could also evaluate
the impact of assigning dedicated risk-assessment teams on audit
consistency, as well as how fostering trust between utilities and
regulators improves reporting and collaboration.

Standard Development. To keep pace with technological ad-
vancements, future work should examine agile frameworks for
real-time standard updates without compromising regulatory rigor.
Studies could explore best practices for integrating emerging tech-
nologies, such as AI and cloud systems, into regulatory guidelines
at early adoption stages. Additionally, addressing conflicts of inter-
est within the standard development process requires research into
governance models that promote transparency and accountability,
such as independent oversight bodies or stricter rotation policies.
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