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Abstract: With the widespread use of electronic health re¢gtdR),

building a secure EHR sharing environment has ciédaa lot of

attention in both healthcare industry and academicmunity. Cloud
computing paradigm is one of the popular healtmiffastructure for
facilitating EHR sharing and EHR integration. Inisttpaper we
discuss important concepts related to EHR shanimgiategration in
healthcare clouds and analyze the arising secanitlprivacy issues
in access and management of EHRs. We describe & deldurity

reference model for managing security issues irftheae clouds,
which highlights three important core componentssaturing an
EHR cloud. We illustrate the development of the Eld&curity

reference model through a use-case scenario andrilmesthe

corresponding security countermeasures and statartoecurity

techniques that can be applied as basic securitsdgu
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. INTRODUCTION

Cloud computing represents a new way, in some Gasgxe cost
effective way, of delivering enterprise IT. As wih major disruptive
changes in technology and Internet revolution, @lozomputing
represents a true democratization of Web compuding,it is not only
changing the business models and the way IT iméretsire is being
delivered and consumed, but also the underlyingit@ature of how
we develop, deploy, run and deliver applications.

A. Why is cloud computing attractive to healthcare I T?

Many healthcare providers and insurance compani@sythave
adopted some form of electronic medical recordesyst though most
of them store medical records in centralized datadan the form of
electronic records. Typically, a patient may havanyn healthcare
providers, including primary care physicians, spkstis, therapists,
and other medical practitioners. In addition, aquatmay use multiple
healthcare insurance companies for different tyfessurances, such
as medical, dental, vision, and so forth.

Currently, each provider typically has its own tase for
electronic medical records (EMRs). Sharing infoioratbetween
healthcare practitioners across administrative baries is translated
to sharing information between EMR systems. Thetedaic records
sharing between different EMR systems are calledtenic health
records (EHRs). The interoperation and sharing amdifferent
EMRs has been extremely slow. Cost and poor ugahéve been
cited as the biggest obstacles to adoption of edlf especially
Electronic Health Records (EHR) systems. Cloud aging provides
an attractive IT platform to cut down the cost 6fFESystems in terms
of both ownership and IT maintenance burdens fonymaedical
practices.

It is widely recognized that cloud computing ancmstandards
are important cornerstones to streamline healthadqether it is for
maintaining health records, monitoring of patiemisnaging diseases
and cares more efficiently and effectively, or abbration with peers
and analysis of data. Many predict that managingltheare

applications with clouds will make revolutionaryactge in the way
we do healthcare today. Enabling the access tdhwea¢ ubiquitous
not only will help us improve healthcare as ouradaill always be
accessible from anywhere at any time, but als@lipdhcutting down
the costs drastically. A fundamental step for thecess of tapping
healthcare into the cloud is the in-depth undediten and the
effective enforcement of security and privacy ioud computing.

B. Security and Privacy Issuesin Healthcare

Research on the various security issues surround@adthcare
information systems has been heated over thedasyéars. ISO/TS
18308 standard gives the definitions of security privacy issue for
EHR [1]. The Working Group 4 of International Medlidnformatics
Association (IMIA) was set up to investigate thesuiss of data
protection and security within the healthcare esinent. Its work to
date has mainly concentrated on security in EHRvordeed systems
and common security solutions for communicatingepatdata [2].
The European AIM/SEISMED (Advanced Informatics in
Medicine/Secure Environment for Information SystemMEDicine)
project is initiated to address a wide spectrureeaiurity issues within
healthcare and provides practical guidelines faruse healthcare
establishment [3,4,5]. US HHS (Health and HumarviSes) recently
published a report about personal health recortRfff, aiming at
developing PHRs and PHR systems to put forward s#orvithat
“would create a personal health record that patjettctors and other
health care providers could securely access thrdlaghinternet no
matter where a patient is seeking medical care.”

In this paper we present an overview of the secuauiid privacy
issues in the EHR cloud, including the models aglirements for
secure access of EHR data in clouds. We arguestmatrity and
privacy protection of cross-institutional electropiatient records is of
paramount importance. The following three princpéee critical for
ensuring privacy of patients and the content aditignand source
verifiability of electronic medical recordBirgt, all electronic medical
records, be it PHR or EHR or EMR, should be guartt@dugh
ownership controlled encryption, enabling secureoraste,
transmission, and accesSecond, the creation and maintenance of
EHRs should preserve not only content authentibity also data
integrity and customizable patient privacy throughdhe EHR
integration processhird but not the least, the access and sharing of
EHRs should provide end-to-end source verificatithrough
signatures and certification process against blsutbpoena and
unauthorized change in healthcare critical dataterdnand user
agreements. We illustrate these security principtesough a
healthcare scenario that is frequently encountegredany healthcare
practices today.

Il.  HEALTHCARE CLOUD: OVERVIEW

In this section we first define the concept of Bee Health
Record (PHR), Electronic Health Record (EHR), aniécttonic
Medical Record (EMR). Then we briefly discuss tHdREand EHR
systems as well as the security and privacy issoeaccessing
EMR/EHR systems. We also describe the securityessu different



types of cloud service models and cloud deploynmantels for
healthcare applications.

A. The Definitions of PHR, EMR and EHR

The terms of EHRs and EMRs are used interchangdgbigany
in both healthcare industry and the press or healince literature.
Strictly speaking, these two terms describe corapletifferent
concepts according to HIMSS (Health Information &na@nagement
System Society) Analytics [6]. Both EMRs and EHiRs critical to
the grand vision of healthcare digitization for noying safety, quality
and efficiency of patient care and reducing healtaaelivery costs.
EMRs are owned by individual healthcare providereereas EHRs
are typically composed of some subsets of EMRs.ifftleeoperability
of EHRs is a fundamental enabling technology forFEMo reach its
full potential in revolutionizing the healthcare lidery with high
quality and affordable cost.

Personal Health Record is typically a health record that is initiated
and maintained by an individual. An ideal PHR wouglcbvide a
complete and accurate summary of the health andcaidustory of
an individual by gathering data from many sourdesluding EMRs
and EHRs, and making this information accessiblihése who have
the necessary electronic credentials to view tfogrmation.

Electronic Medical Record is the legal record of what happened to

the patient during their encounter at a Care Dsfiv@rganization
(CDO) across inpatient and outpatient environmant$ is owned by
the CDO. EMR is created, used and maintained byltHoaae
practitioners to document, monitor, and managetinezire delivery
within a CDO. A core EMR system is composed of ¢heical data
repository (CDR), clinical decision support systDDSS), controlled
medical vocabulary (CMV), computerized provider ardentry
(CPOE), pharmacy management system, and the elecimedication
administration record (eMAR), a functionality iretklectronic clinical
documentation systems of most vendors.

Electronic Health Record is a subset of EMR record maintained
by each CDO and is created and owned by the patfentEHR
typically has patient input and access that spamsoées of care
across multiple CDOs within a community, regionstate [6]. Based
on ISO/TS 18308 [1] standard, the primary purpdsthe EHR is to
provide a documented record of care which suppmotis present and
future care received by the patient from the sanwteer clinicians or
care providers. This documentation provides a meah
communication among clinicians contributing to gaient’s care.

We can only establish an effective EHR system & BMRs of
various CDOs have evolved to a level that can eraatl support a
robust exchange of information between stakeholdsithin a
community or region. Stakeholders here includeep#diconsumers,
healthcare providers, employers, and/or payersénsu Further
differentiation between the EMR and EHR is showiéble 1.

TABLE I. DIFFERENTIATION BETWEENEMR AND EHR
EMR EHR
Definition The legal record of clinical services| A subset of EMR from one or mor¢
for a patient within a CDO. CDOs where the patient received
clinical services.
Owner Owned by the CDO Owned by patient or staldzrol
Consumer | EMR systems are supplied by EHR systems are run by
& Usage enterprise vendors and installed by | community, state, or regional
Scope hospitals, health systems, clinics, efc.emergence, or national wide
emergence organizations.
Right of Patients can gain access to some | Patients are provided with
patient EMR information once authorized | interactive access as well as the
by the EMR owner. ability to append information.
Interoperab | Each EMR contains the patient’s Sharing information among
ility with encounter in a single CDO. It does | multiple CDOs, connected by
other not contain other CDO encounter National Health Information
CDOs data. Network (NHIN).

B. TheRdationship of PHR, EMR and EHR

According to the definition given by HIMSS Analyid6] and
ISO/TS 18308 standards [1], we can easily conclindg medical
records of a patient may refer to PHR, EMR and EAIRart of PHRs
can be obtained from the EMR systems of differePtOS and once
these EMR data are shared with other CDOs, thegrbedHR. Due
to privacy reason, many patients do not want t@epldheir entire
PHRs in EMR/EHR systems. Figure 1 presents theingitr
relationship of PHR, EMR, and EHR from a patientsnt of view.
PHR and EMR (or EHR) are patrtially overlapped. &iny, EMR and
EHR are partially overlapped. The degree of oved#fers from
patient to patient due to personalized privacy ireguents.

Patient

Medical Records

Figure 1.  Relationship of PHR, EMR and EHR

C. Taxonomy of Healthcare Clouds

We present the taxonomy of healthcare clouds basete cloud
service models and the cloud deployment models.

Based on cloud service models, we can divide hemihcloud
product offerings into three layers:

Applications in the cloud (Software as a Service — SaaS). This layer
provides capability for consumers to use the prengdapplications
running on a cloud infrastructure. For instance, #pplications are
accessible from various client devices throughia tfient interface
such as Web browser. The consumer does not mamagmiol the
underlying cloud infrastructure including netwodervers, operating
systems, storage, or even individual applicatiopabdities. In this
type of cloud service model, the security and myvarotection is
provided as an integral part of the SaaS to thkHuoeae consumers.

Platforms in the cloud (Platform as a service — PaaS). This layer
offers capability for consumers to deploy consuonreated or
acquired applications written using programmingglaages and tools
supported by the cloud provider. The consumer dmésnanage or
control the underlying cloud infrastructure incluginetwork, servers,
operating systems, or storage, but has control dverdeployed
applications and possibly application hosting emvinent
configurations. In this type of cloud service modslo levels of
protection for security and privacy are required.tie lower system
level, the cloud provider may provide basic seguriechanisms such
as end-to-end encryption, authentication, and auzit®mn. At the
higher application level, the consumers need tandeépplication
dependent access control policies, authenticityirempents, and so
forth.

Infrastructure in the cloud (Infrastructure as a Service — laaS). This
type of cloud service model provides the capabiftityconsumers to
provision processing, storage, networks, and otferdamental
computing resources, in which consumer is abledplay and run
arbitrary software, including operating systems apglications. The
consumer does not manage or control the underlybhaud
infrastructure but has control over operating swste storage,
deployed applications, and possibly limited controf select
networking components (e.g., host firewalls). Ire tfrastructure
cloud model, the healthcare application developbrdd full
responsibility for protecting patients’ securitydgprivacy.

We can also use the cloud deployment models bedogive the
taxonomy of healthcare clouds.

Private cloud. The cloud infrastructure is operated solely for
healthcare delivery organization (CDO). It may banaged by the



organization or a third party and may exist on firpoemise. In this
type of cloud deployment model, the cloud provigvides the same
capability in terms of security and privacy proiectas those in the
EMR system running by a CDO.

In this section we outline the basic concepts irRE$¢curity and
privacy. One unique concept in healthcare cloudpagient-centric”
view, which is a term used mostly in community tiezdre systems.

HEALTHCARE CLOUD: BASIC SECURITY CONCEPTS

Community cloud. The cloud infrastructure is shared by severalCommunity healthcare system offers an open platffmnpatient to

CDOs and supports a specific community that hasegheoncerns
(e.g., mission, security requirements, policy, awedmpliance
considerations). It is most likely managed by thidt party or the
CDOs and may exist on or off premise.

Public cloud. The cloud infrastructure is made available togaeeral
public or a large industry group and is owned byglaud service
provider. In this deployment model, the healthcamgplication
developers and consumers hold full responsibiliby protecting
patients’ security and privacy.

In summary, security and privacy are more than juser
privileges and password enforcement. It is a muhgssional
business imperative, especially for platforms tua responsible for
customer data. Cloud-computing platforms must ramatailed, robust
policies and procedures in place to guarantee tbeest possible
levels of physical security, network security, épgion security,
internal systems security, secure data-backupegirasecure internal
policies and procedures, third-party certificatiom healthcare cloud,
security should be the top priority from day onee \&@rgue that
patients’ data is protected with comprehensive ighysecurity, data
encryption, user authentication, and applicatiarusgty as well as the
latest standard-setting security practices andfications, and secure
point-to-point data replication for data backup.

D. Healthcare Security and Privacy Requirements

In healthcare cloud applications, some of the sigcand privacy
requirements are orthogonal to the concrete clardice model or
cloud deployment model used. In this section, vieflgroutline these
requirements.

Recall the definition and relationship of PHR, EMRd EHR, a
patient may have several EMRs stored in differeDOG, in addition
to his PHR and EHRs. From the viewpoint of a pafi#mere may
exist a number of EHRs about the patient. SomeHR&are obtained
from various EMR systems after the patient visitacfitioners in
hospital or other CDOs, and some are hold by thiemahimself or
patient’s family members, such as historical heiaitbrmation. There
are three important security and privacy challengést, we need to
address the question of how to manage and coihteoht¢cess of the
EMR data in the EHR system as accessing EMR datayaically
controlled through authorization models. Seconghatient may not
want to divulge some of his sensitive health infation in his EHRs
to some family members or some healthcare providérs will offer
healthcare for him due to varying concerns. Thusneed to address
the requirement of privacy preserving access to £HRnally, we
also need to address the authenticity of EHR dittarespect to both
content authentication and source verifiability.

From the viewpoint of clinician or practitioner, estor he may
have patients in different EMR systems, dependingti®e type of
healthcare and treatment procedures performedefdrer one of the
most important functionality for practitioners ie provide secure
mechanisms to obtain patients’ information from tiplé EMR/EHR
repositories accurately, securely and fast. Thet niexportant
challenge is patient-consent enabled access conidlen a
practitioner wants a patient to provide his his@rimedical records
that are stored in other CDOs, he needs to obtaih the patient's
consent and the authorization from the respecti@O€ which
involves multi-stakeholders. The third security givacy challenge
is the data integrity guarantee. For example, theumt of data update
in EHR after the practitioner has offered healtbdara patient should
be carefully controlled and managed.

collect, store, use, and share health informatioa ¢ontrolled manner
with ubiquitous accessibility. It also offers sexustorage and
management of patients’ EHRs for multiple applmagi (e. g. disease
treatment, lab research, insurance, and other |soeti@orking
applications). Most of the community healthcaraudigservice models,
such as Microsoft HealthVVault and Google Healttopac centralized
architecture with patient-centric views. By patieentric, it means
that the information stored in the community EHRtseyn is imported
by patients and only can be made available to iatyaof applications
under the control of patients (see Figure 2).

Figure 2.

Patient-Centric and Initial (Centralized) Healthe&oud

The common security issues shared by healthcarad clo
applications are ownership of information, authatytj authentication,
non-repudiation, patient consent and authorizatiotegrity and
confidentiality of data.

1) Ownership of information: In general, the owner is defined as
the creator of the informatiorEstablishing the ownership of the
information is necessary for protection againstutin@rized access or
misuse of patient’s medical information. The “owheain refer to the
person responsible for the information or the oizmtion creating
and storing the information. The term of “owner” ynaefer to

“creator”, “author” and “manager” of the informatio

“Creator” indicates the person generating the data. In hczat
system, practitioner or laboratory staff is theatoe of medical data
about a patient:Author” means the person or entity responsible for
the content of the information. In healthcare systauthor is the
creator of the information, be it the clinician te CDO which the
creator belongs tdManager” is for the person or entity responsible
for management, provision and protection of infaiora In patient-
controlled healthcare system, manager is the paseli. While in
decentralized healthcare system, manager may teferrusted third
party, who is authorized by the patient or healtagaoviders.

Ownership of information can be protected througiombination
of encryption and watermarking techniques.

2) Authenticity and Authentication: Authenticity in general refers
to the truthfulness of origins, attributions, cortments, and
intentions. Authentication is the act of establighior confirming
claims made by or about the subject are true arideatic. The
authentication of information can pose special [mols, especially
man-in-the-middle (MITM) attacks, and is often implented with
authenticating identity. Most cryptographic protiscanclude some
form of endpoint authentication specifically to yeat MITM attacks.
For instance, Transport Layer Security (TLS) arsl gtedecessor,
Secure Sockets Layer (SSL), are cryptographic pagathat provide
security for communications over networks suchhaslhternet. TLS
and SSL encrypt the segments of network connectianghe
Transport Layer end-to-end. Several versions ofptte¢ocols are in



widespread use in applications like web browsingcteonic mail,

Internet faxing, instant messaging and voice-o®e(MolP). One can
use SSL or TLS to authenticate the server usingutually trusted

certification authority. In a healthcare system,thbdhealthcare
information offered by providers and identitiesaminsumers should
be verified at the entry of every access.

3) Non-repudiation: Non-repudiation implies one's intention to
fulfill its obligations to a contract. It also impk that one party of a
transaction cannot deny having received a trarmagtor can the
other party deny having sent a transaction. Ela@roommerce uses
technology such as digital signatures and encrgptm establish
authenticity and non-repudiation.

4) Patient consent and authorization: Patient can allow or deny
sharing their information with other healthcareqpiteoners or CDOs.
To implement patient consent in a healthcare systmtient may
grant rights to users on the basis of a role aibates held by the
respective user.

5) Integrity and confidentiality of data: Integrity means
preserving the accuracy and consistency of datahdnhealth care
system, it refers to the fact that data has non baenpered by
unauthorized use. Confidentiality is defined by tlmternational
Organization for Standardization (ISO) in 1SO-177&9 "ensuring
that information is accessible only to those at#teal to have access".
Confidentiality is one of the design goals for maypto systems
and made possible in practice by the techniquesmafdern
cryptography. Confidentiality can be achieved bgess control and
encryption techniques in EHR systems.

6) Availability and utility: For any EHR system to serve its
purpose, the information must be available wheis iheeded. This
means that the computing systems used to storpradss the EHR
data, the security controls used to protect it, gm@dcommunication
channels used to access it must be functioningectlyr High
availability systems aim to remain available attamiies, preventing
service disruptions due to power outages, hardvaitares, and
system upgrades. Ensuring availability also invelvereventing
denial-of-service attacks, and preserving uitibfyEHR data. Utility
here refers to the ability to preserve the usabiit EHR data after
excerising and enforcing security and privacy poe and HIPPA
compliance.

condition has caused some complications that hendihg doctor
would like to seek for expert opinion and considtatfor Alice’s
treatment from different CDOs, including Alice’s egjific general
practitioner because he is fully informed about@ls medical history.
Note that the invited practitioners are specializedifferent subjects,
and some of them are specialists, and others aeraeractitioners.
In such a group consultation, every participantdse® obtain the
medical records they request based on the HIPAAmaindisclosure
principle. Furthermore, the consultation resulghsas the diagnosis
and treatment suggestions, should be signed atifieceby this group
of specialists and practitioners. The medical fieate with their
signatures is sent to Alice. If Alice would like shhare this medical
information with her loved ones and her family phign, she can put
the new medical certificate into her PHR database.

In this scenario, a trusted third party is neettederve as the
group manager, who is trusted by all group memtzerd,responsible
for choosing the practitioners who may attend tbesaltation to
compose the group, and revoking the group afterpbetion of the
diagnosis consultation for the patient. In additithe providers of
EHRs for the patient in this scenario are manifgliden Alice may
have other health problems such as diabetic, desaase, etc. Finally,
Alice may have some historical health informationhier PHR and
some EHRs, to which the group of specialists aradtjtioners do not
have the access.

Now we describe the security and privacy issueslied in this
usage scenario from patient's view and practitisneriew
respectively. For practitioners, the security anggey issues can be
characterized in two folds: (i) How to securely aibtthe EMRs of
patient Alice, which is relevant to her gastric @@ntreatment, with
the compliance of HIPAA minimal disclosure. Thisncerns the
problem of secure EHR collection and integratidgiin.How to certify
the authenticity of EHRs obtained from different @®or information
from Alice’s PHR upon authorization by Alice. Thislates to the
problem of secure storage and management of EHRila8ly, for
patient, Alice needs to be ensured that the diagrfimsn the group of
doctors can be trusted with a true medical cestiidrom the group of
practitioner. This is the problem of secure EHRgesmodels. Figure
3 summarizes this example scenario and the rela@clrity
requirements and techniques. Furthermore, thisase-scenario also
involves privacy issues from both practitioner guadient. Alice may
prefer to disclose the minimal amount of her sersitmedical

Audit and archiving are two optional security metrics to measureinformation and her family health history. The pitaaners in the

and ensure the safety of a healthcare system. Awediins recording
user activities of the healthcare system in chrogiohl order, such as
maintaining a log of every access to and modificatof data.

Auditing capability enables prior states of theomfiation to be

faithfully reconstructed. Archiving means moving aliecare

information to off-line storage in a way that eresithe possibility of
restoring them to on-line storage whenever it isdeel without the
loss of information [7].

V.

In this section we present an EHR security referemodel for
healthcare clouds and our vision in terms of imgartsecurity and
privacy challenges and countermeasures.

A. EHRUsage Scenario

We use an EHR usage scenario in this subsectionramluce the
key components of the healthcare cloud securigreetce model.

EHR REFERENCESECURITY MODELS

A patient, named Alice, is recently diagnosed atrgiasancer.
Surgical removal of the stomach (gastrectomy) & ahly curative
treatment. For many patients, chemotherapy andatiadi therapy
given after surgery improve the chance of a curiceAentered a
cancer-treatment center at her chosen hospitateAlias a general
practitioner whom she regularly visits. Upon emtgrithe hospital,
Alice also has an attending doctor from the hokpitdice’s health

consultation group wish to inform the specific pati Alice the
complication diagnosis and the treatment recomnt@rdas a group
based medical decision instead of bounding it $pexific individual
practitioner in the group. The patient only neeolsvérify that the
medical certificate is authentic and generatednieyspecific group of
doctors and specialists.

Various EHRs
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Figure 3. An EHR usage scenario and related security reqeinésn

B. TheProposed EHR Security Reference Model

Based on the use-case scenario shown in Figure Jyresent a
basic EHR security reference model for both healigrofessionals



and patients in the context of patient care delivatis security
reference model consists of three core components secure
interactions among them to address and implemeatrise and
privacy requirements for patient care deliverynnEdR cloud.

(1) EHR secure collection and integration

Based on the definition of EMR, EHR, and PHR gilei$ection
2, the first core component of the basic secuetfigrence model is
secure collection and integration of EHR data fronltiple EHR
repositories, created and maintained independdmtigare delivery
organizations (CDOs). This component is the firsindatory step to
take for any CDO to securely share its EHRs witheptCDOs (and
healthcare providers). The key functional requiretmef this
component is the EHR integrator. It is responsfbtetwo important
tasks: (i) It needs to verify various EHRs provideddifferent CDOs
in terms of authenticity, confidentiality, integritand ensuring non-
repudiation as well as HIPAA compliance; and (iicombines and
integrates the successfully verified EHR data iatoew composite
EHR with a security certificate signed by the imsgr. Recall our
use-case scenario, Alice’s attending doctor wamtxrganize a group
of medical specialists to hold a consultation abdlite’s treatment.
EHR integration is required to combine Alice’s EHRRam different
CDOs Alice has visited in the past into one comgoEHR before
consultation. Semantic interoperability is the kayctional issue to be
considered. The storage format of EHRs must entigeability to
share data between various EHR systems and eamsllyefficiently
combine EHRs from multiple repositories into a cosife EHR. The
format of the composite EHR should be conveniestarch and
access by practitioners and should be verifiableeims of security,
privacy, and HIPPA compliances.

(2) EHR secure storage and access management

The EHR storage and management component is cadpok
two main entities: the secure storage server ardatitess control
engine. The former stores the encrypted compodi® Hata and
allows only authorized access. The access comigihe manages a
collection of role-based or attribute-based accessrol policies and
HIPPA compliance policies, and enforces the accessol policies
to prevent the data from unauthorized access. Gulthorized
practitioners can obtain the access to the augrmortions of the
encrypted EHR data through identity and authokratibased
decryption mechanisms. For example, an authoriz¢d Eequestor of
Alice can be granted the permission to accessuithazed portion of
Alice’s composite EHR using her private key.

(3) EHR secure usage model

The secure usage model is the third component of B3R
security reference model, which provides sourcéfiable content
access for consumers of EHR data, including bottieqta and
healthcare practitioners. Thus the two basic foneti building blocks
in this component are signature and verificatiolgufe 4 shows a
sketch of the system components. We illustratekéherequirements
for signature and verification in the EHR securagesmodel using the
scenario in Figure 3.

Signature. Once the practitioners who participate in the o@iaon

of Alice reach the medical conclusion regarding thext step
treatment for Alice, they sign the medical certife of the
corresponding EMR with appropriate signature atbami When the
portion of the EMR is used to create an EHR recfand Alice

regarding this consultation, the certificate istgenAlice alone with
the corresponding EHR.

Verification. Consequently, the patient Alice can verify the
authenticity of the consultation result made awdd@an the form of
EHR to her through the use of this medical cestfic and
practitioners’ digital signature. Note that by resjing for the privacy
of the practitioners, the patient, say Alice, nesoisto know the group
of practitioners who signed the medical certificati of the

consultation results. In the case of dispute laterthe signature can
be “opened” to reveal the identities of the pramtiérs who sign the
consultation result.

In addition to the three core components discuabede, we also
need to ensure that the interactions among thespaments and the
communications between any two parties are se€oncretely, the
information transferred between any two partiesrie component or
two components should be encrypted, as shown iddkked lines in
Figure 4. This is to prevent attackers to sniff aimdercept
unauthorized information in public networks. Tecjuds used to
protect information transferred in public netwonle avell developed
and deployed, such as Secure Socket Layer (SShjsport Layer
Security (TLS), Internet Protocol Security (IPSegjd so on. The
details of these techniques are out of scope & fihper. Note that
information is transmitted from storage server tacfitioner in the
form of non-encrypted transmission as the inforamathas already
been encoded by the storage server.

SE

EHR Secure Collection &
Integration C

Storage Server Practitioner

Encryption H

EHR Secure Storage & Management Component

Integrator

—

Access

Integration Control

Decryption

User Practitioner

Verification Signature

< — Encrypted transfer

<— nNon

EHR Secure Usage Component encrypted transfer

Figure 4.  System components

V.

Secure EHR integration is one of the most importanitding
blocks in healthcare cloud development and an &abkstep towards
effective implementation of the secure storageawudss management
and secure usage component. The following two #gcalements
should be addressed in secure EHR integrationt, Rirs need to
verify the authenticity and integrity of each EHRoyided by a
legitimate CDO through validating the signaturensig) by the owner
of the EHR record. For example, the EHR integratm verify the
authenticity of an EHR with the public key of therrger who signed
the record. On the other hand, the EHR integrdtoulsl not integrate
any EHRs that have no legitimate signatures ootkeer of EHRs is
untrustworthy, such as EHRs created, or modified, signed by the
patient self. We assume that only the EHRs thae limaen signed by
legitimate healthcare professionals are used agriated to ensure
that all EHRs integrated into a composite EHR anthentic and
genuine. Second, we need to define the structuck farmat of
composite EHR such that not only EHRs of differfarmats from
different CDOs can be easily and correctly integptdahto a composite
EHR but also the data encryption and access coofrahdividual
EHRs can be incorporated without any unexpectedoocomises. For
instance, the changes of EHRs due to integrationldhbe minimal.
The EHR integration model should support dynamjcaiind
expediently adding EHR into the composite EHR. lrenmnore, the
secure integration model should enable the setedharing of a
composite EHR such that fine-grained authorizatian be applied.
We below discuss two types of composite EHR moeekh is
designed in the close synchronization with eithigribaite-based or
role-based authorization and access control higyarc

EHR SECUREINTEGRATION MODEL

A. Attribute-based Composite EHR Model

An attribute-based EHR model adopts a hierarclstraicture to
define a composite EHR record, aiming at enablimg-§rained
selective sharing of a composite EHR. An examptabate-based
hierarchical structure for modeling composite EHRswproposed in
[8]. The authors propose to logically divide an EldBcument into
subcomponents such that fine-grained authorizatiombe applied by



labeling each subcomponent with properties of [ggivaensitivity,
intended purpose, and object type as well as tti@eamation policies
to determine whether a specific sub-object is atidwo be exchanged
or not and under what condition and with whom.

The advantage of the attribute based composite BHIR ability
to offer fine-grained authorization and accessmobntHowever, such
fine-grained authorization and access control Bings a number of
disadvantages. First, we need to develop the gmnekng
enforcement of fine-grained authorization and azocesntrol. The
complexity of such enforcement can be high when tbmber of
nodes in the attribute-based hierarchy of a compdsHR is large.
When the system has large number of users andusacthas different
access rights, it can be difficult and cumbersonoe difine
authorization rules for each user at very fine glarty, while
maintaining the desired access efficiency and abiity of the EHR
system. For example, when a new practitioner neette added into
the consultation group of a patient, say Alice, weed to define the
authorization on each and every node in the CaatsufiNote EHR
according to the patient’'s consent documentednéve practitioner’s
interest in terms of the set of attributes he wasteeaccess, and the
compliance to the minimal disclosure of HIPPA. Rermore, the
EHR composition process is complex. For each EHRrcenode to
be integrated into the current composite EHR, édseto traverse each
node of the attribute-based EHR hierarchy to fincberect insertion
point and check the consistency of the newly irsertode with the
existing node at the insertion point in terms oé tfine-grained
authorization. The time complexity of this integpat process grows
with the total number of nodes in the attributedsbEHR hierarchy as
well as the total number of users for each compd&R hierarchy.

B. Role-based Composite EHR Model

Instead of attribute-based composite EHR moddhismpaper we
advocate a patient-centered role-based composite Eddel. Each

of sources. Videlicet the sequence of the CDOs pra@sedence
over the sequence of doctors’ identity. This meggpolicy can be
easily expanded to integration of multiple EHR $;gast add the new
EHR tree into the composite EHR tree one by one.

When a new practitioner is added into the groug,BRIR held by
the practitioner may need to be merged into thepomite EHR tree in
the same way as is done by the above merging polibg time
complexity only depends on the number of role nobliese that when
a practitioner left from the group, the EHR whidfigmally belongs to
him should not be deleted from the composite EHR.

Role-based composite EHR model has higher integrati
efficiency and at the same time it conforms nidelthe role-based
authorization by assigning access rights to varjpastitioners with
different roles.

VI.

We stress that all medical information should loeest securely in
a private medical record so that patient’s infoioraican be tracked
from one doctor to another. To ensure secure oyl access
management, we need to address the following fuedtahsecurity
issues.

ENCRYPTION AND ACCESSMANAGEMENT

Selection of encryption schemeThe encryption scheme should be
efficient, easy to use by both patients and heafthprofessionals, and
should be easily extensible to include new EHR neoFurthermore,
the number of keys hold by each party should beémiied. Although
various encryption algorithms have been developed deployed
relatively well, the proper selection of suitableceyption algorithms
to enforce secure storage remains a difficult pnobl

Establishment of privacy preserving index.The index of EHR
should not leak any sensitive information of a gaiti Furthermore,
the index should be effective and efficient to spep the search of

patient has a patienPID, and we use a token, denoted by various types of EHR records and easy to expanchwiesv records
Token =H (PID,), as the pseudonym of a patient to collect all theare added.

EHR documents of this patient, while preserving phigacy of both
the patient and the integratdi. is a one way hash function, which
ensures that it is hard to compu#D from token. Each token is
mapped to a logic path where the tree structutekei stored.

We construct an EHR tree for each patient usingefi@s the root
of EHR tree. For the same patient, say Alice, thmes token is
assumed. We can set the initial role based hidrichtructure of an
EHR in terms of hierarchical template, say fivedlewof hierarchy, as
shown in Figure 6. The root of the tree is at Léydlevel 1 is the role
nodes of practitioners, and their children nodedaeled with unique
identity of practitioners within each correspondi@pO, such as
hospitall and hospital2 in Figure 5 (Level 2). Tiogles in Level 3 are
medical diagnosis nodes and other correlative ttgpe nodes.
Finally, the leaf nodes of the tree represent EMBords, such as
prescriptions and diagnosis and so on. For easgval, we want to
sort all child nodes by alphabetical ordering dofititokens or node
IDs from left to right except the diagnosis nodes.evel 3, where we
place diagnosis nodes as the leftmost child nodbedf parent nodes,
since they are more important than other siblindeso Obviously in
this structure, all record nodes are nested aqogrdi a role node, so
that they can be expediently retrieved by differemies of
practitioners.

We combine EHRs held by various practitioners imtne
composite EHR tree. Each branch of the root reptesene role of
practitioners, and each role node has one or maotgres(s)
corresponding to one (or more) practitioner(s)other words, each
practitioner only holds the records under the féwf his identity.
When combining two EHR trees, we cluster the Le¥elodes that
have the same role node together (e.g., PhysiGargeon, Dentist,
etc.) and set them as the child nodes of the specife node (see
Figure 5). Actually the sequence of subtrees idekieographic order

Access Control. Access control is of particular importance whea th
database storing the composite EHR is using a ds#¢ahs-a-service
(DAS) paradigm, where an organization’s databasstdsed at an
external third-party service provider. The accesatl policy is
typically based on the privilege and right of eaphactitioner
authorized by patient or a trusted third party. #egue that access
control policies should be consistent with the ctinee of the stored
EHR record and the usage of the encryption schémeumber of
solutions have been proposed to address the seanid access
control concerns. Role-Based Access Control (RBAE) and
Attribute-Based Access Control (ABAC) [10,11] arbet most
popular models for EHR. There are pros and con®RBAC and
ABAC when they are used alone in medical systenstemvn in
Table 2. To satisfy requirements of fine-grainedess control yet
security and privacy preserving, we suggest adgptéthnologies
conjunction of other security techniques and accessrol method.

Cryptographic Access Control (CAC) [12] is a new distributed
access control paradigm and it defines an impkcitess control
mechanism, which relies on cryptography to providefidentiality
and integrity of data managed by the system. CARemes are
typically modeled in the form of a partially orddreet of security
classes that each represents a group of usersstaguaccess to a
portion of the data on the system. Hierarchicaptographic access
control scheme is more general and capable of giryisecurity in
different contexts without requiring extensive ches to the
fundamental architecture. There is little resedochate on access of
EHR with CAC method. One possible reason is thds ihard to
address the problem of key management and distibédr different
user. For instance, how to distribute keys to evhsgalthcare
professional so that each of them can decrypt #te duthorized by
the patient, while cannot decrypt any other datataiaing sensitive
information or no patient’'s consent is granted.
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TABLE I1. CoMPARESRBAC AND ABAC IN COMPOSITEEHR
RBAC ABAC
Fine-grained Poor Better
Anonymity Poor Better
Efficiency of search Better Poor
Scalability of policy Better poor

Key Management. Key management is another important issue

closely related to encryption and access contretetare a number of
desired features for key management. First, thebeuraf keys both
held by patient and doctors should not be large Réys should be
easy to store and consume low space complexityriéieche update
of keys should be convenient and efficient in terwis time
complexity. Third, all the keys should not contaamy private
information of any parties. All the keys shouldtbeced and revoked
when they are expired or when a user leaves frengtboup.

For our motivating use-case scenario, we consica key
management schemes: hierarchical key managemenich wis
corresponding to the hierarchical cryptographiceasccontrol [13];
and time-bound key management [14], which sets -based
termination condition on healthcare professionatgess of EHR after
the healthcare is delivered.

VII.

Digital signature is a very useful tool for providi authenticity,
integrity and non-repudiation while it has seldogeb considered to
provide user privacy by its own. In our scenarial anany other
applications such as e-voting, e-auction, we negatdtect a signer’s
identity from being known by eavesdroppers or otharties in a
system. In this section we focus our discussionttore important
signature techniques for healthcare applicatiorddnd environments:
(i) Anonymous signature, represented by group sigratechniques
and ring signature techniques; (ii) Threshold sigrea and (iii) digital
credential.

SIGNATURE AND VERIFICATION

The composite EHR tree

Integration of RBS EHRs

The concept of group signature was first introduiced991 [15].
The state of the art in group signature researckpeesented by the
ACJT2000 [16], BBS04 [17], BS04 [18]. ACJT2000 oduced a
provably secure and efficient group signature, whis coalition-
resistant under the strong RSA and the decisiorifileBHellman
assumption. BBS04 published a novel group signasaheme based
on bilinear maps. BS04 is a short group signatcinemse that supports
Verifier-Local Revocation (VLR). In this model, revation messages
are only sent to signature verifiers as opposetiai signers and
verifiers.

2) Ring Ygnature: In cryptography, a ring signature [19§
another typical anonymous signature algorithm, Whic a type of
digital signature that can be performed by any memadb a group of
users that each have keys. The name "ring signiataraes from the
ring-like structure of the signature algorithm. Aessage signed with
a ring signature is endorsed by someone in a péatigroup of
people. One of the security properties of a rirgnafure is that it
should be difficult to determine which of the groogmbers' keys
was used to produce the signature. Ring signataressimilar to
group signatures but differ in two key ways: firstere is no way to
revoke the anonymity of an individual signatured esecond, any
group of users can be used as a group withoutiadditsetup.

Suppose that a group of entities each have publiefe key pairs,
(PKy, XKy, (PK,, Kb),..., PK, SK,). Partyi can compute a ring
signatures on a message, on input (, XK;, PKj,..., PK,). Anyone
can check the validity of a ring signature giwerm, and the public
keys involved PKj,..., PK,. If a ring signature is properly computed,
it should pass the check. On the other hand, itlghbe hard for
anyone to create a valid ring signature on any aggs$or any group
without knowing any of the secret keys for thatugro

TABLE IIl. COMPARISON OF GROUP SIGNATURE AND RING SIGNATURE

Group Signature Ring Signature

A. Anonymous Signature

Involvement of trusted

third party Has group manager

No group manager

The basic idea of anonymous signature is thatreasige scheme
itself can guarantee the anonymity of the signéthcdigh there are a

Self-organization by the signer,
no setup, no negotiation with an
other members

Organization Setup by group manager

good number of anonymous signature schemes, gigogatsre and
ring signature are the two most basic and impor@mnymous

Adding and deleting
members

Dynamically add and delete]
members by group manage|

Statically, members are selected
only once by the signer

signature schemes.

Group revoked by group

manager No revoke

Revocability

1) Group Signature: A Group signature scheme is a method fqg
allowing a member of a group to anonymously sigmessage on

I The choice of signature

Decided by group manager Chosen by the signer

algorithm and key

behalf of the group. Using a group signature scheheemembers of
a group can sign a message with their respectigeets&eys. The

Identity of signer cannot be
revealed, but signatures can
provide linkability

Identity of signer can be

Traceability of signature revealed by group manage

resulting signature can be verified by everyone vimows the

Multiple signers Allow multiple signers Does noloal multiple signers

common public key, but the signature does not ievaay
information about the signer except that she isabrer of the group.
Essential to a group signature scheme is a grourages, who is in
charge of adding group members and has the abditseveal the
original signer in the event of disputes. Comparing scenario, we
also need a person who is responsible creatingremoking the
group and dynamically adding and deleting pracigis to make
consultation.

In summary, group signature and ring signaturehastwo main
types of anonymous signature algorithms have their advantages.
We summarize respective characteristics in Tablin 2ur medical
consultation example, there may need more thandootors to sign
the diagnosis, in case that it needs at least @nm@re) surgeon, one
(or more) physician and one anesthetist sign thdicak certificate
and implement the operation for Alice. Thus, weetétkreshold group
signature into account.



B. Threshold Sgnature

Threshold signature [20] is another signature teglenwhich can
be used in our scenario for signing the medicdlfamte. Suppose the
signer is not only one practitioner but a subsettr@ group of
practitioners. Therefore, we need not bother tosicler who has the
capacity to represent the entire group membersgo the medical
certificate. Besides, the medical certificate sty a number of
practitioners is more convincing and reasonabtaigiscenario.

In threshold cryptography, in order to decrypt amcrgpted
message a number of parties exceeding a thresheldegquired to
cooperate in the decryption protocol. The messagedrypted using a
public key and the corresponding private key isrethaamong the

participating parties. Lat be the number of parties. Such a system ig4]

called ¢, n)-threshold, if at least of these parties can efficiently
decrypt the ciphertext, while less thahave no useful information.
Similarly it is possible to definet,(n)-threshold signature scheme,
where at leadt parties are required for creating a signaturee3twld
versions of encryption schemes can be built for yngublic
encryption schemes. The natural goal of such schemdo be as
secure as the original scheme. Correspondingly,estiod
cryptography can be developed to the signaturensebe

C. Digital Credential

Medical certificate used our use-case scenario ithé form of
digital credential. Digital credentials are theitlibequivalent of paper
based credentials, such as passport, credit caeldth-insurance
cards. Credentials are issued by organizations #saertain the
authenticity of the information and can be providied verifying
entites on demand. A credential is a proof of ijication,
competence, or clearance that is attached to ampeBémilarly digital
credentials prove something about their owner. @igital medical
credential in our running scenario is used for edvaurposes: (1) The
foremost one is a proof of medical results contandiagnosis,
prescription, and so on for a specific patient frohe group of
practitioners. (2) When a practitioner logins tHéRESystem to access
the data about a patient, he needs to show hisrzation credential
issued by the group manager. (3) When a practitisnadded into the
consultation group of doctors, he must displayitiéntity credential
to the group manager, and (4) when practitionethéngroup discuss
with each other, they also should exchange thetitgiesredentials to
guarantee that their chat is not eavesdropped tgroon the public
network.

In summary, for the privacy of practitioner, we adate the use of
anonymous digital credentials [21, 22]. The maireaidbehind
anonymous digital credentials is that users arergieryptographic
tokens which allow them to prove statements abbeinselves and
their relationships with public and private orgatians anonymously.
Such credentials, while still making an assertibawua some property,
status, or right of their owner, do not reveal thener's identity.

VIIl. DiscussioN ANDCONCLUSION

We have taken a methodical approach to investigatiecurity
models and security requirements for healthcardicgtion clouds.
Meanwhile, we have discussed important concepttesito EHR
sharing and integration in healthcare clouds aralyaad the arising
security and privacy issues in access and manadeh&mtRs. Then
we present an EHR security reference model for giagasecurity
issues in healthcare clouds, which highlights thimportant core
components in securing an EHR cloud. Finally, weasitate the
development of the proposed EHR security referemagel through a
use-case scenario and describe the correspondinguritge
countermeasures and possible security techniques.
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