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• Let attackers control infected machines remotely 

• Do not have exploits 

• Operated manually vs. scripted malware 

• Ransomware, botnets are automated 

• RAT infections controlled by human operator

Remote Access Trojans



Capabilities

Webcam & 
Microphone

Chat Client

Remote Desktop

Filesystem

Passwords & Keylogger

Network Interrogation & Attack



Low Barrier to Entry

Community: Dedicated Hacking ForumsAvailability: YouTube
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• Attacks can be targeted… 

• But many attackers seek 
large numbers of victims 

• Spread online (download 
links, cracked software) 

• Common Theme: 
Accessing victim user
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Research Questions & Motivation

What do RAT operators 
do with compromised 

machines?

Goal: To understand common use 
patterns of RATs in the wild (at scale)

• RATs used criminally, cause harm 

• Elicit attacker methods, motivations 

• Evaluate potential defenses 

• Generally understand their use cases
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• Acquired DarkComet RAT samples from VirusTotal 

• Executed them in malware sandbox honeypots

• Recorded network traces of operator interaction 

• Decrypted to obtain operator command sequences

The Plan
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• 89% residential IPs 
• 37% Turkish   (#1) 
• 15% Russian  (#2) 
• Diurnal liveness pattern
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Experimental Biases

We do not emulate specific targets.

Targeted Attacks

One hour time limit prevents return.

Infection Longevity

DarkComet

DarkComet is a favorite of script kiddies.

Honeypot Limitations

• No webcam or microphone feeds 

• No responses to attacker-initiated 
chat, communication 

• No keystrokes for keylogger 

• Virtual machine indicators 

• Network containment policy



31%30%11%24%13%7%7%8%7%6%21%19%12%

Common Patterns of Action

777
sessions



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31% 13% 8%

Webcam, Audio
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(Attempted) User Monitoring

Webcam: 61% Microphone: 26%

• Recall: We do not provide webcam / microphone feeds 
• Motivation unknown!
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Credential Theft

Passwords: 43% Keylogger: 31%

• Credentials seeded on honeypots were used 13 times outside study 

• Steam (gaming platform) was probed often 

• For one-click actions, these numbers are low… Recreational users?
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Filesystem Access

• 4% of attackers uploaded hacking tools 

• 34 unique executables uploaded, 19 new to VirusTotal 

• Bitcoin wallets, Steam configs downloaded often

Filesystem  
Exploration: 40% Upload: 18% Download: 8%



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31%

11%

13%

7%

7%

8%

7%

6% 19%

12%

Filesystem
Passwords
Webcam, Audio



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31%

30%

11%

24%

13%

7%

7%

8%

7%

6%

21%

19%

12%

Remote Desktop
Filesystem
Passwords
Webcam, Audio



Remote Desktop



Remote Desktop

Remote Desktop: 83%



Remote Desktop

Remote Desktop: 83%
Active RD: 56%

• GUI-based hacking tools 

• Applications (Steam, browsers)



Remote Desktop

Havij SQL
Injector



Remote Desktop

TeamSpeak 3
(gaming server)



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31%

30%

11%

24%

13%

7%

7%

8%

7%

6%

21%

19%

12%

Remote Desktop
Filesystem
Passwords
Webcam, Audio



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31%

30%

11%

24%

13%

7%

7%

8%

7%

6%

21%

19%

12%

Remote Desktop
Filesystem
Passwords
Webcam, Audio

Webcam, microphone spying  
always occur early, often first. 

System vetting vs. voyeurism?
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Filesystem exploration never 
occurs first; rather, it normally 

follows (vetting) actions like remote 
desktop and webcam access.
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Password theft occurs most commonly 
as the last action performed. 

Goal of operator vs. honeypot exposed? 



Common Patterns of Action

777
sessions

First Action Second Action Third Action Last Action

31%

30%

11%

24%

13%

7%

7%

8%

7%

6%

21%

19%

12%

Remote Desktop
Filesystem
Passwords
Webcam, Audio



Overall Trends in Dataset

0%

25%

50%

75%

100%

   

What resource(s) are 
RAT operators after?



61%

Overall Trends in Dataset

0%

25%

50%

75%

100%

User Access   

45%

With webcam & mic
Without (chat, pics, docs)What resource(s) are 

RAT operators after?



61%

Overall Trends in Dataset

0%

25%

50%

75%

100%

User Access Credentials  

58%
45%

What resource(s) are 
RAT operators after?



61%

0%

25%

50%

75%

100%

User Access Credentials Vantage Point

16%

58%
45%

Overall Trends in Dataset

What resource(s) are 
RAT operators after?



61%

0%

25%

50%

75%

100%

User Access Credentials Vantage Point

16%

58%
45%

Overall Trends in Dataset

What resource(s) are 
RAT operators after?

• RATs are for user access 



61%

0%

25%

50%

75%

100%

User Access Credentials Vantage Point

16%

58%
45%

Overall Trends in Dataset

What resource(s) are 
RAT operators after?

• RATs are for user access 

• RATs are easy, available 



61%

0%

25%

50%

75%

100%

User Access Credentials Vantage Point

16%

58%
45%

Overall Trends in Dataset

What resource(s) are 
RAT operators after?

• RATs are for user access 

• RATs are easy, available 

• RATs as “gateway”
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Further Research Questions

Could realistic 
honeypots serve as 
a tar-pit defense 

against RAT 
campaigns?
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Tarpit Defense

• Average interaction: 4 minutes

• Average remote desktop interaction: 7 minutes

• 52.9 hours of interaction / 10,800 machine-hours

• Honeypot realism cost-benefit

“[Consume] the attacker[’s] time and effort to no result.”

- The Deception Toolkit
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with DarkComet operators by executing malware 
in honeypots 

• Attackers seek access to the victim user, 
credentials, and vantage points

• RATs enable, encourage amateur “hackers” to 
cause serious harm to individuals online 

• We show operator Op-Sec is terrible 
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“Law enforcement 
confirms that RATs…are 

a growing problem.”  

- Digital Citizens Alliance

I have…a personal 
laptop. I put a piece of 
tape over the camera. 

- James Comey 
(former) FBI Director



Questions?

Brown Farinholt 

UC San Diego 

bfarinho@cs.ucsd.edu

mailto:bfarinho@cs.ucsd.edu


Backup Slides



Operator OpSec is Terrible
• 90% of operator IP addresses are residential and static 

• Attackers often make no effort to check if the machine is 
a honeypot, engage in illegal activity immediately

• Some operators revealed PII (which we discarded, IRB) in 
an attempt to coax us (the victims) into communicating 
with them 

• Some operators visited, even logged into their personal 
accounts in our machines



Related Work
• Honeypots: 

• C. Stoll - The cuckoo’s egg 

• Low-volume RAT attacks in the wild: 

• Marczak et al. - When governments hack opponents: 
A look at actors and technology. 

• RAT criminal community: 

• Digital Citizens Alliance - “Selling slaving”



What is a diurnal pattern?



Victim vs Operator Country

VT Uploader Country

Operator
Country
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Further Research Questions

Could realistic 
honeypots serve as 
a tar-pit defense 

against RAT 
campaigns?

Do RAT operators 
unwittingly give up 
threat intelligence 

in compromised 
systems?



Threat Intelligence
Threat Intelligence: Technical indicators about threats that can inform 

defenses and/or identify actors and infrastructure
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Attackers… 

• Visited 123 URLs 

• Dropped 34 executables 

• Used 13 different honey-credentials offline 

• Offered PII, used ACTUAL CREDENTIALS

Threat Intelligence

} Attack
Attribution

Threat Intelligence: Technical indicators about threats that can inform 
defenses and/or identify actors and infrastructure


