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Abstract. Context-free language reachability is an important program
analysis framework, but the exact analysis problems can be intractable or
undecidable, where CFL-reachability approximates such problems. For
the same problem, there could be many over-approximations based on
different CFLs C4,...,Cy. Suppose the reachability result of each C;
produces a set P; of reachable vertex pairs. Is it possible to achieve
better precision than the straightforward intersection (_, P;?

This paper gives an affirmative answer: although CFLs are not closed un-
der intersections, in CFL-reachability we can “intersect” graphs. Specifi-
cally, we propose mutual refinement to combine different CFL-reachability-
based over-approximations. Our key insight is that the standard CFL-
reachability algorithm can be slightly modified to trace the edges that
contribute to the reachability results of C7, and Cs-reachability only
need to consider contributing edges of C7, which can, in turn, trace the
edges that contribute to Ca-reachability, etc. We prove that there exists a
unique optimal refinement result (fix-point). Experimental results show
that mutual refinement can achieve better precision than the straight-
forward intersection with reasonable extra cost.
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1 Introduction

Context-free language reachability (CFL-reachability) is arguably the best-known
graph reachability framework in program analysis [15,19,22,23,26,30]. Typically,
the framework consists of a frontend and a backend, where the frontend con-
structs a graph from the source code, and the backend runs CFL-reachability on
the graph to obtain properties of the source code [25]. The graphs and grammars
depend on specific analyses, but CFL-reachability has a dynamic programming
style (sub)cubic-time algorithm [2,20,25,35] for arbitrary graphs and grammars.
Faster algorithms exist on special cases [1,17,36].
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However, due to the inherent hardness of program analysis, CFL-reachability
may not be able to model the exact formulation of the problem [24,37]. A typ-
ical example is the interleaved-Dyck-reachability formulation [18,24], which is
widely used to simultaneously model function calls/returns [24,26], field read-
s/writes [29, 34], locks/unlocks [11], etc. The interleaved-Dyck language is not
context-free [9], and the corresponding graph reachability problem is undecid-
able [24]. In practice, CFL-reachability can over-approximate computationally
hard language reachability problems [24]: the idea is to design a context-free
language C that over-approximates the non-context-free language L (meaning
that C contains more strings than L).

For a computationally hard L-reachability problem, different CFL-reachability-
based approaches over-approximate the solution from different angles. We can
straightforwardly intersect the results to achieve better precision. Synchronized
pushdown systems [27] essentially employ this idea. The linear conjunctive lan-
guage reachability work [37] also shows this straightforward intersection can
improve precision. However, in this case, different CFL-reachability instances
are executed independently. On the other hand, CFLs are not closed under in-
tersection [8,9], so in general, we cannot intersect different CFLs to obtain a new
CFL for CFL-reachability. For example, the interleaved-Dyck language [18,37],
which is not a CFL, is the intersection of two or more CFLs.

This paper proposes a more synergistic way to “intersect” multiple CFL-
reachability-based over-approximations. Specifically, typical CFL-reachability al-
gorithms are of dynamic programming style, which generate “summary edges”
from existing graph edges. Our key insight is that when those algorithms generate
a summary edge, the existing edges directly contributing to the generation can be
recorded. This augmented algorithm can eventually trace a set of original graph
edges that contribute to the final reachability results. Therefore, when combining
can run Cs-reachability on the contributing edges of C;-reachability, as opposed
to all edges in the original graph. This process can happen between different C;’s
multiple times, which is called mutual re nement.

Is the execution order of different CFL-reachability over-approximations im-
portant for mutual refinement? We prove in Section 4 that given a set of CFL-
reachability over-approximations, there exists a unique fix-point, and any order
of executing different CFL-reachabilities will reach the fix-point. This is similar
to the fix-point theorem [14] and chaotic-iteration algorithms [4,12] in dataflow
analysis. The soundness of the fix-point and the fact that it is at least as precise
as the straightforward intersection are also proved in Section 4. As for the com-
plexity, suppose the CFL is fixed and the number of vertices in the graph is n,
then the time complexities of the standard CFL-reachability algorithm [20,25,35]
and our augmented algorithm are both O(n?), and the space complexity is O(n?)
for the standard algorithm and is O(n?) for our augmented algorithm.

We conduct experiments on two applications: a taint analysis for Java pro-

grams obtained from Android apps [10], and a value-flow analysis for LLVM
IR programs obtained from the SPEC CPU 2017 benchmark [28]. On average,
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